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  Object Multiples Vulnérabilités dans le noyau
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Sévérité Critique
  

IMPACT :

Atteinte à la confidentialité des données
Déni de service
Exécution de code arbitraire à distance
Élévation de privilèges

  

SYSTÉME AFFECTÉ :

Debian LTS buster versions antérieures à 4.19.316-1
Debian LTS buster versions antérieures à 5.10.209-2~deb10u1
Debian LTS buster versions antérieures à 5.10.216-1~deb10u1
Debian LTS buster versions antérieures à 5.10.218-1~deb10u1

  

DÉSCRIPTION :

De multiples vulnérabilités ont été découvertes dans le noyau Linux de Debian LTS.
Elles permettent à un attaquant de provoquer une élévation de privilèges, une
atteinte à la confidentialité des données et un déni de service.
  

SOLUTION :

Mettre à jour le noyau Linux de Debian.(se réfère à la section documentation)



  

DOCUMENTATION :

Bulletin de sécurité Debian LTS DLA-3840-1 du 25 juin 2024

https://lists.debian.org/debian-lts-announce/2024/06/msg00020.html

Bulletin de sécurité Debian LTS DLA-3841-1 du 25 juin 2024

https://lists.debian.org/debian-lts-announce/2024/06/msg00016.html

Bulletin de sécurité Debian LTS DLA-3842-1 du 25 juin 2024

https://lists.debian.org/debian-lts-announce/2024/06/msg00017.html

Bulletin de sécurité Debian LTS DLA-3843-1 du 25 juin 2024

https://lists.debian.org/debian-lts-announce/2024/06/msg00019.html

CVE-2021-33630

https://www.cve.org/CVERecord?id=CVE-2021-33630

CVE-2022-38096

https://www.cve.org/CVERecord?id=CVE-2022-38096

 CVE-2022-48627

https://www.cve.org/CVERecord?id=CVE-2022-48627

CVE-2022-48655

https://www.cve.org/CVERecord?id=CVE-2022-48655

CVE-2023-0386

https://www.cve.org/CVERecord?id=CVE-2023-0386

CVE-2023-28746

https://www.cve.org/CVERecord?id=CVE-2023-28746

 CVE-2023-39198

https://www.cve.org/CVERecord?id=CVE-2023-39198

 CVE-2023-46838

https://www.cve.org/CVERecord?id=CVE-2023-46838

https://lists.debian.org/debian-lts-announce/2024/06/msg00020.html
https://lists.debian.org/debian-lts-announce/2024/06/msg00016.html
https://lists.debian.org/debian-lts-announce/2024/06/msg00017.html
https://lists.debian.org/debian-lts-announce/2024/06/msg00019.html
https://www.cve.org/CVERecord?id=CVE-2021-33630
https://www.cve.org/CVERecord?id=CVE-2022-38096
https://www.cve.org/CVERecord?id=CVE-2022-48627
https://www.cve.org/CVERecord?id=CVE-2022-48655
https://www.cve.org/CVERecord?id=CVE-2023-0386
https://www.cve.org/CVERecord?id=CVE-2023-28746
https://www.cve.org/CVERecord?id=CVE-2023-39198
https://www.cve.org/CVERecord?id=CVE-2023-46838


 CVE-2023-47233

https://www.cve.org/CVERecord?id=CVE-2023-47233

 CVE-2023-51779

https://www.cve.org/CVERecord?id=CVE-2023-51779

CVE-2023-52340

https://www.cve.org/CVERecord?id=CVE-2023-52340

 CVE-2023-52429

https://www.cve.org/CVERecord?id=CVE-2023-52429

CVE-2023-52434

https://www.cve.org/CVERecord?id=CVE-2023-52434

CVE-2023-52435

https://www.cve.org/CVERecord?id=CVE-2023-52435

CVE-2023-52436

https://www.cve.org/CVERecord?id=CVE-2023-52436

 CVE-2023-52438

https://www.cve.org/CVERecord?id=CVE-2023-52438

CVE-2023-52439

https://www.cve.org/CVERecord?id=CVE-2023-52439

CVE-2023-52443

https://www.cve.org/CVERecord?id=CVE-2023-52443

CVE-2023-52444

https://www.cve.org/CVERecord?id=CVE-2023-52444

 CVE-2023-52445

https://www.cve.org/CVERecord?id=CVE-2023-52445

CVE-2023-52447

https://www.cve.org/CVERecord?id=CVE-2023-47233
https://www.cve.org/CVERecord?id=CVE-2023-51779
https://www.cve.org/CVERecord?id=CVE-2023-52340
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https://www.cve.org/CVERecord?id=CVE-2023-52445


https://www.cve.org/CVERecord?id=CVE-2023-52447

  CVE-2023-52448

https://www.cve.org/CVERecord?id=CVE-2023-52448

 CVE-2023-52449

https://www.cve.org/CVERecord?id=CVE-2023-52449

 CVE-2023-52451

https://www.cve.org/CVERecord?id=CVE-2023-52451

CVE-2023-52454

https://www.cve.org/CVERecord?id=CVE-2023-52454

 CVE-2023-52456

https://www.cve.org/CVERecord?id=CVE-2023-52456

CVE-2023-52457

https://www.cve.org/CVERecord?id=CVE-2023-52457

CVE-2023-52458

https://www.cve.org/CVERecord?id=CVE-2023-52458

 CVE-2023-52462

https://www.cve.org/CVERecord?id=CVE-2023-52462

CVE-2023-52463

https://www.cve.org/CVERecord?id=CVE-2023-52463

 CVE-2023-52464

https://www.cve.org/CVERecord?id=CVE-2023-52464

CVE-2023-52467

https://www.cve.org/CVERecord?id=CVE-2023-52467

 CVE-2023-52469

https://www.cve.org/CVERecord?id=CVE-2023-52469

https://www.cve.org/CVERecord?id=CVE-2023-52447
https://www.cve.org/CVERecord?id=CVE-2023-52448
https://www.cve.org/CVERecord?id=CVE-2023-52449
https://www.cve.org/CVERecord?id=CVE-2023-52451
https://www.cve.org/CVERecord?id=CVE-2023-52454
https://www.cve.org/CVERecord?id=CVE-2023-52456
https://www.cve.org/CVERecord?id=CVE-2023-52457
https://www.cve.org/CVERecord?id=CVE-2023-52458
https://www.cve.org/CVERecord?id=CVE-2023-52462
https://www.cve.org/CVERecord?id=CVE-2023-52463
https://www.cve.org/CVERecord?id=CVE-2023-52464
https://www.cve.org/CVERecord?id=CVE-2023-52467
https://www.cve.org/CVERecord?id=CVE-2023-52469


 CVE-2023-52470

https://www.cve.org/CVERecord?id=CVE-2023-52470

 CVE-2023-52482

https://www.cve.org/CVERecord?id=CVE-2023-52482

 CVE-2023-52486

https://www.cve.org/CVERecord?id=CVE-2023-52486

 CVE-2023-52488

https://www.cve.org/CVERecord?id=CVE-2023-52488

 CVE-2023-52489

https://www.cve.org/CVERecord?id=CVE-2023-52489

CVE-2023-52491

https://www.cve.org/CVERecord?id=CVE-2023-52491

 CVE-2023-52492

https://www.cve.org/CVERecord?id=CVE-2023-52492

CVE-2023-52493

https://www.cve.org/CVERecord?id=CVE-2023-52493

CVE-2023-52497

https://www.cve.org/CVERecord?id=CVE-2023-52497

 CVE-2023-52498

https://www.cve.org/CVERecord?id=CVE-2023-52498

 CVE-2023-52583

https://www.cve.org/CVERecord?id=CVE-2023-52583

 CVE-2023-52585

https://www.cve.org/CVERecord?id=CVE-2023-52585

CVE-2023-52587

https://www.cve.org/CVERecord?id=CVE-2023-52470
https://www.cve.org/CVERecord?id=CVE-2023-52482
https://www.cve.org/CVERecord?id=CVE-2023-52486
https://www.cve.org/CVERecord?id=CVE-2023-52488
https://www.cve.org/CVERecord?id=CVE-2023-52489
https://www.cve.org/CVERecord?id=CVE-2023-52491
https://www.cve.org/CVERecord?id=CVE-2023-52492
https://www.cve.org/CVERecord?id=CVE-2023-52493
https://www.cve.org/CVERecord?id=CVE-2023-52497
https://www.cve.org/CVERecord?id=CVE-2023-52498
https://www.cve.org/CVERecord?id=CVE-2023-52583
https://www.cve.org/CVERecord?id=CVE-2023-52585


https://www.cve.org/CVERecord?id=CVE-2023-52587

 CVE-2023-52594

https://www.cve.org/CVERecord?id=CVE-2023-52594

CVE-2023-52595

https://www.cve.org/CVERecord?id=CVE-2023-52595

CVE-2023-52597

https://www.cve.org/CVERecord?id=CVE-2023-52597

 CVE-2023-52598

https://www.cve.org/CVERecord?id=CVE-2023-52598

 CVE-2023-52599

https://www.cve.org/CVERecord?id=CVE-2023-52599

CVE-2023-52600

https://www.cve.org/CVERecord?id=CVE-2023-52600

 CVE-2023-52601

https://www.cve.org/CVERecord?id=CVE-2023-52601

CVE-2023-52602

https://www.cve.org/CVERecord?id=CVE-2023-52602

 CVE-2023-52603

https://www.cve.org/CVERecord?id=CVE-2023-52603

CVE-2023-52604

https://www.cve.org/CVERecord?id=CVE-2023-52604

  CVE-2023-52606

https://www.cve.org/CVERecord?id=CVE-2023-52606

 CVE-2023-52607

https://www.cve.org/CVERecord?id=CVE-2023-52607

https://www.cve.org/CVERecord?id=CVE-2023-52587
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https://www.cve.org/CVERecord?id=CVE-2023-52603
https://www.cve.org/CVERecord?id=CVE-2023-52604
https://www.cve.org/CVERecord?id=CVE-2023-52606
https://www.cve.org/CVERecord?id=CVE-2023-52607


 CVE-2023-52609

https://www.cve.org/CVERecord?id=CVE-2023-52609

 CVE-2023-52612

https://www.cve.org/CVERecord?id=CVE-2023-52612

CVE-2023-52614

https://www.cve.org/CVERecord?id=CVE-2023-52614

CVE-2023-52615

https://www.cve.org/CVERecord?id=CVE-2023-52615

CVE-2023-52616

https://www.cve.org/CVERecord?id=CVE-2023-52616

CVE-2023-52617

https://www.cve.org/CVERecord?id=CVE-2023-52617

 CVE-2023-52618

https://www.cve.org/CVERecord?id=CVE-2023-52618

CVE-2023-52619

https://www.cve.org/CVERecord?id=CVE-2023-52619

CVE-2023-52620

https://www.cve.org/CVERecord?id=CVE-2023-52620

CVE-2023-52622

https://www.cve.org/CVERecord?id=CVE-2023-52622

CVE-2023-52623

https://www.cve.org/CVERecord?id=CVE-2023-52623

CVE-2023-52627

https://www.cve.org/CVERecord?id=CVE-2023-52627

 CVE-2023-52628

https://www.cve.org/CVERecord?id=CVE-2023-52609
https://www.cve.org/CVERecord?id=CVE-2023-52612
https://www.cve.org/CVERecord?id=CVE-2023-52614
https://www.cve.org/CVERecord?id=CVE-2023-52615
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https://www.cve.org/CVERecord?id=CVE-2023-52623
https://www.cve.org/CVERecord?id=CVE-2023-52627


https://www.cve.org/CVERecord?id=CVE-2023-52628

 CVE-2023-52635

https://www.cve.org/CVERecord?id=CVE-2023-52635

 CVE-2023-52637

https://www.cve.org/CVERecord?id=CVE-2023-52637

CVE-2023-52642

https://www.cve.org/CVERecord?id=CVE-2023-52642

 CVE-2023-52644

https://www.cve.org/CVERecord?id=CVE-2023-52644

 CVE-2023-52650

https://www.cve.org/CVERecord?id=CVE-2023-52650

CVE-2023-52656

https://www.cve.org/CVERecord?id=CVE-2023-52656

 CVE-2023-52669

https://www.cve.org/CVERecord?id=CVE-2023-52669

CVE-2023-52670

https://www.cve.org/CVERecord?id=CVE-2023-52670

CVE-2023-52672

https://www.cve.org/CVERecord?id=CVE-2023-52672

CVE-2023-52675

https://www.cve.org/CVERecord?id=CVE-2023-52675

CVE-2023-52679

https://www.cve.org/CVERecord?id=CVE-2023-52679

 CVE-2023-52683

https://www.cve.org/CVERecord?id=CVE-2023-52683

https://www.cve.org/CVERecord?id=CVE-2023-52628
https://www.cve.org/CVERecord?id=CVE-2023-52635
https://www.cve.org/CVERecord?id=CVE-2023-52637
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https://www.cve.org/CVERecord?id=CVE-2023-52650
https://www.cve.org/CVERecord?id=CVE-2023-52656
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https://www.cve.org/CVERecord?id=CVE-2023-52679
https://www.cve.org/CVERecord?id=CVE-2023-52683


CVE-2023-52686

https://www.cve.org/CVERecord?id=CVE-2023-52686

 CVE-2023-52690

https://www.cve.org/CVERecord?id=CVE-2023-52690

 CVE-2023-52691

https://www.cve.org/CVERecord?id=CVE-2023-52691

  CVE-2023-52693

https://www.cve.org/CVERecord?id=CVE-2023-52693

 CVE-2023-52694

https://www.cve.org/CVERecord?id=CVE-2023-52694

 CVE-2023-52696

https://www.cve.org/CVERecord?id=CVE-2023-52696

CVE-2023-52698

https://www.cve.org/CVERecord?id=CVE-2023-52698

 CVE-2023-52699

https://www.cve.org/CVERecord?id=CVE-2023-52699

 CVE-2023-52880

https://www.cve.org/CVERecord?id=CVE-2023-52880

 CVE-2023-52882

https://www.cve.org/CVERecord?id=CVE-2023-52882

 CVE-2023-6040

https://www.cve.org/CVERecord?id=CVE-2023-6040

 CVE-2023-6270

https://www.cve.org/CVERecord?id=CVE-2023-6270

 CVE-2023-6356

https://www.cve.org/CVERecord?id=CVE-2023-52686
https://www.cve.org/CVERecord?id=CVE-2023-52690
https://www.cve.org/CVERecord?id=CVE-2023-52691
https://www.cve.org/CVERecord?id=CVE-2023-52693
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https://www.cve.org/CVERecord?id=CVE-2023-52880
https://www.cve.org/CVERecord?id=CVE-2023-52882
https://www.cve.org/CVERecord?id=CVE-2023-6040
https://www.cve.org/CVERecord?id=CVE-2023-6270


https://www.cve.org/CVERecord?id=CVE-2023-6356

CVE-2023-6535

https://www.cve.org/CVERecord?id=CVE-2023-6535

 CVE-2023-6536

https://www.cve.org/CVERecord?id=CVE-2023-6536

CVE-2023-6606

https://www.cve.org/CVERecord?id=CVE-2023-6606

CVE-2023-6915

https://www.cve.org/CVERecord?id=CVE-2023-6915

 CVE-2023-7042

https://www.cve.org/CVERecord?id=CVE-2023-7042

 CVE-2024-0340

https://www.cve.org/CVERecord?id=CVE-2024-0340

 CVE-2024-0565

https://www.cve.org/CVERecord?id=CVE-2024-0565

CVE-2024-0607

https://www.cve.org/CVERecord?id=CVE-2024-0607

 CVE-2024-0646

https://www.cve.org/CVERecord?id=CVE-2024-0646

CVE-2024-0841

https://www.cve.org/CVERecord?id=CVE-2024-0841

CVE-2024-1086

https://www.cve.org/CVERecord?id=CVE-2024-1086

CVE-2024-1151

https://www.cve.org/CVERecord?id=CVE-2024-1151

https://www.cve.org/CVERecord?id=CVE-2023-6356
https://www.cve.org/CVERecord?id=CVE-2023-6535
https://www.cve.org/CVERecord?id=CVE-2023-6536
https://www.cve.org/CVERecord?id=CVE-2023-6606
https://www.cve.org/CVERecord?id=CVE-2023-6915
https://www.cve.org/CVERecord?id=CVE-2023-7042
https://www.cve.org/CVERecord?id=CVE-2024-0340
https://www.cve.org/CVERecord?id=CVE-2024-0565
https://www.cve.org/CVERecord?id=CVE-2024-0607
https://www.cve.org/CVERecord?id=CVE-2024-0646
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https://www.cve.org/CVERecord?id=CVE-2024-1086
https://www.cve.org/CVERecord?id=CVE-2024-1151


CVE-2024-22099

https://www.cve.org/CVERecord?id=CVE-2024-22099

CVE-2024-23849

https://www.cve.org/CVERecord?id=CVE-2024-23849

 CVE-2024-23850

https://www.cve.org/CVERecord?id=CVE-2024-23850

 CVE-2024-23851

https://www.cve.org/CVERecord?id=CVE-2024-23851

CVE-2024-24857

https://www.cve.org/CVERecord?id=CVE-2024-24857

CVE-2024-24858

https://www.cve.org/CVERecord?id=CVE-2024-24858

CVE-2024-24860

https://www.cve.org/CVERecord?id=CVE-2024-24860

CVE-2024-24861

https://www.cve.org/CVERecord?id=CVE-2024-24861

 CVE-2024-25739

https://www.cve.org/CVERecord?id=CVE-2024-25739

CVE-2024-26581

https://www.cve.org/CVERecord?id=CVE-2024-26581

 CVE-2024-26586

https://www.cve.org/CVERecord?id=CVE-2024-26586

 CVE-2024-26593

https://www.cve.org/CVERecord?id=CVE-2024-26593

 CVE-2024-26597

https://www.cve.org/CVERecord?id=CVE-2024-22099
https://www.cve.org/CVERecord?id=CVE-2024-23849
https://www.cve.org/CVERecord?id=CVE-2024-23850
https://www.cve.org/CVERecord?id=CVE-2024-23851
https://www.cve.org/CVERecord?id=CVE-2024-24857
https://www.cve.org/CVERecord?id=CVE-2024-24858
https://www.cve.org/CVERecord?id=CVE-2024-24860
https://www.cve.org/CVERecord?id=CVE-2024-24861
https://www.cve.org/CVERecord?id=CVE-2024-25739
https://www.cve.org/CVERecord?id=CVE-2024-26581
https://www.cve.org/CVERecord?id=CVE-2024-26586
https://www.cve.org/CVERecord?id=CVE-2024-26593


https://www.cve.org/CVERecord?id=CVE-2024-26597

CVE-2024-26598

https://www.cve.org/CVERecord?id=CVE-2024-26598

CVE-2024-26600

https://www.cve.org/CVERecord?id=CVE-2024-26600
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