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BULLETIN ALERTES

Object Multiples Vulnérabilités dans le noyau
Linux de Ubuntu
Réference 1179
Date de Publication 2024-07-06

IMPACT :

e Exécution de code arbitraire
¢ Non spécifié par I'éditeur
Elévation de priviléges

Déni de service a distance

SYSTEME AFFECTE :

e Ubuntu 16.04 ESM
Ubuntu 18.04 ESM
Ubuntu 20.04 LTS
Ubuntu 22.04 LTS
Ubuntu 23.10

Ubuntu 24.04 LTS

DESCRIPTION :

Atteinte a la confidentialité des données
Contournement de la politique de sécurité

Des nombreuses vulnérabilités ont été découvertes dans le noyau Linux de Ubuntu.

Ces vulnérabilités permettent a un attaquant de provoquer une exécution de code
arbitraire, une élévation de priviléeges et une atteinte a la confidentialité des

données.
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SOLUTION :

Mettre a jour vos systemes Linux Ubuntu. (se réfere a la documentation)

DOCUMENTATION :
e Bulletin de sécurité Ubuntu 03/07/2024

https://ubuntu.com/security/notices

e CVE-2021-33631

https://www.cve.org/CVERecord?id=CVE-2021-33631

e CVE-2021-47063

https://www.cve.org/CVERecord?id=CVE-2021-47063

e CVE-2022-38096

https://www.cve.org/CVERecord?id=CVE-2022-38096

e CVE-2022-48669

https://www.cve.org/CVERecord?id=CVE-2022-48669

e CVE-2023-47233

https://www.cve.org/CVERecord?id=CVE-2023-47233

e CVE-2023-52434

https://www.cve.org/CVERecord?id=CVE-2023-52434

e CVE-2023-52447

https://www.cve.org/CVERecord?id=CVE-2023-52447

e CVE-2023-52497

https://www.cve.org/CVERecord?id=CVE-2023-52497

e CVE-2023-52615

https://www.cve.org/CVERecord?id=CVE-2023-52615

e CVE-2023-52620

https://www.cve.org/CVERecord?id=CVE-2023-52620
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https://ubuntu.com/security/notices
https://www.cve.org/CVERecord?id=CVE-2021-33631
https://www.cve.org/CVERecord?id=CVE-2021-47063
https://www.cve.org/CVERecord?id=CVE-2022-38096
https://www.cve.org/CVERecord?id=CVE-2022-48669
https://www.cve.org/CVERecord?id=CVE-2023-47233
https://www.cve.org/CVERecord?id=CVE-2023-52434
https://www.cve.org/CVERecord?id=CVE-2023-52447
https://www.cve.org/CVERecord?id=CVE-2023-52497
https://www.cve.org/CVERecord?id=CVE-2023-52615
https://www.cve.org/CVERecord?id=CVE-2023-52620

e CVE-2023-52640

https://www.cve.org/CVERecord?id=CVE-2023-52640

- . e CVE-2023-52641
. : https://www.cve.org/CVERecord?id=CVE-2023-52641
. e CVE-2023-52644
https://www.cve.org/CVERecord?id=CVE-2023-52644
. . . e CVE-2023-52645
https://www.cve.org/CVERecord?id=CVE-2023-52645
H H
. . e CVE-2023-52647
https://www.cve.org/CVERecord?id=CVE-2023-52647
s
- e CVE-2023-52648
https://www.cve.org/CVERecord?id=CVE-2023-52648
. . e CVE-2023-52649
https://www.cve.org/CVERecord?id=CVE-2023-52649
e CVE-2023-52650
https://www.cve.org/CVERecord?id=CVE-2023-52650
. e CVE-2023-52652
https://www.cve.org/CVERecord?id=CVE-2023-52652
. e CVE-2023-52653
- . https://www.cve.org/CVERecord?id=CVE-2023-52653
HE
. e CVE-2023-52656
- - I https://www.cve.org/CVERecord?id=CVE-2023-52656
EEi
- . I e CVE-2023-52659

l . i https://www.cve.org/CVERecord?id=CVE-2023-52659

e CVE-2023-52661
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https://www.cve.org/CVERecord?id=CVE-2023-52640
https://www.cve.org/CVERecord?id=CVE-2023-52641
https://www.cve.org/CVERecord?id=CVE-2023-52644
https://www.cve.org/CVERecord?id=CVE-2023-52645
https://www.cve.org/CVERecord?id=CVE-2023-52647
https://www.cve.org/CVERecord?id=CVE-2023-52648
https://www.cve.org/CVERecord?id=CVE-2023-52649
https://www.cve.org/CVERecord?id=CVE-2023-52650
https://www.cve.org/CVERecord?id=CVE-2023-52652
https://www.cve.org/CVERecord?id=CVE-2023-52653
https://www.cve.org/CVERecord?id=CVE-2023-52656
https://www.cve.org/CVERecord?id=CVE-2023-52659

https://www.cve.org/CVERecord?id=CVE-2023-52661

e CVE-2023-52662

https://www.cve.org/CVERecord?id=CVE-2023-52662

e CVE-2023-52663

https://www.cve.org/CVERecord?id=CVE-2023-52663

e CVE-2023-6270

https://www.cve.org/CVERecord?id=CVE-2023-6270

e CVE-2023-7042

https://www.cve.org/CVERecord?id=CVE-2023-7042

e CVE-2024-0841

https://www.cve.org/CVERecord?id=CVE-2024-0841

e CVE-2024-21823

https://www.cve.org/CVERecord?id=CVE-2024-21823

e CVE-2024-2201

https://www.cve.org/CVERecord?id=CVE-2024-2201

e CVE-2024-22099

https://www.cve.org/CVERecord?id=CVE-2024-22099

e CVE-2024-23307

https://www.cve.org/CVERecord?id=CVE-2024-23307

e CVE-2024-24861

https://www.cve.org/CVERecord?id=CVE-2024-24861

e CVE-2024-25739

https://www.cve.org/CVERecord?id=CVE-2024-25739

e CVE-2024-26583

https://www.cve.org/CVERecord?id=CVE-2024-26583
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https://www.cve.org/CVERecord?id=CVE-2023-52661
https://www.cve.org/CVERecord?id=CVE-2023-52662
https://www.cve.org/CVERecord?id=CVE-2023-52663
https://www.cve.org/CVERecord?id=CVE-2023-6270
https://www.cve.org/CVERecord?id=CVE-2023-7042
https://www.cve.org/CVERecord?id=CVE-2024-0841
https://www.cve.org/CVERecord?id=CVE-2024-21823
https://www.cve.org/CVERecord?id=CVE-2024-2201
https://www.cve.org/CVERecord?id=CVE-2024-22099
https://www.cve.org/CVERecord?id=CVE-2024-23307
https://www.cve.org/CVERecord?id=CVE-2024-24861
https://www.cve.org/CVERecord?id=CVE-2024-25739
https://www.cve.org/CVERecord?id=CVE-2024-26583

e CVE-2024-26584

https://www.cve.org/CVERecord?id=CVE-2024-26584

- . e CVE-2024-26585
. : https://www.cve.org/CVERecord?id=CVE-2024-26585
. e CVE-2024-26601
https://www.cve.org/CVERecord?id=CVE-2024-26601
. . . e CVE-2024-26603
https://www.cve.org/CVERecord?id=CVE-2024-26603
H H
. . e CVE-2024-26642
https://www.cve.org/CVERecord?id=CVE-2024-26642
s
- e CVE-2024-26643
https://www.cve.org/CVERecord?id=CVE-2024-26643
. . e CVE-2024-26651
https://www.cve.org/CVERecord?id=CVE-2024-26651
e CVE-2024-26653
https://www.cve.org/CVERecord?id=CVE-2024-26653
. e CVE-2024-26654
https://www.cve.org/CVERecord?id=CVE-2024-26654
. e CVE-2024-26655
- . https://www.cve.org/CVERecord?id=CVE-2024-26655
HE
. e CVE-2024-26656
- - I https://www.cve.org/CVERecord?id=CVE-2024-26656
EEi
- . I e CVE-2024-26657

l . I https://www.cve.org/CVERecord?id=CVE-2024-26657

e CVE-2024-26659
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https://www.cve.org/CVERecord?id=CVE-2024-26584
https://www.cve.org/CVERecord?id=CVE-2024-26585
https://www.cve.org/CVERecord?id=CVE-2024-26601
https://www.cve.org/CVERecord?id=CVE-2024-26603
https://www.cve.org/CVERecord?id=CVE-2024-26642
https://www.cve.org/CVERecord?id=CVE-2024-26643
https://www.cve.org/CVERecord?id=CVE-2024-26651
https://www.cve.org/CVERecord?id=CVE-2024-26653
https://www.cve.org/CVERecord?id=CVE-2024-26654
https://www.cve.org/CVERecord?id=CVE-2024-26655
https://www.cve.org/CVERecord?id=CVE-2024-26656
https://www.cve.org/CVERecord?id=CVE-2024-26657

https://www.cve.org/CVERecord?id=CVE-2024-26659

e CVE-2024-26688

https://www.cve.org/CVERecord?id=CVE-2024-26688

e CVE-2024-26720

https://www.cve.org/CVERecord?id=CVE-2024-26720

e CVE-2024-26733

https://www.cve.org/CVERecord?id=CVE-2024-26733

e CVE-2024-26735

https://www.cve.org/CVERecord?id=CVE-2024-26735

e CVE-2024-26736

https://www.cve.org/CVERecord?id=CVE-2024-26736

e CVE-2024-26737

https://www.cve.org/CVERecord?id=CVE-2024-26737

e CVE-2024-26743

https://www.cve.org/CVERecord?id=CVE-2024-26743

e CVE-2024-26744

https://www.cve.org/CVERecord?id=CVE-2024-26744

e CVE-2024-26747

https://www.cve.org/CVERecord?id=CVE-2024-26747

e CVE-2024-26748

https://www.cve.org/CVERecord?id=CVE-2024-26748

e CVE-2024-26749

https://www.cve.org/CVERecord?id=CVE-2024-26749

e CVE-2024-26750

https://www.cve.org/CVERecord?id=CVE-2024-26750
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https://www.cve.org/CVERecord?id=CVE-2024-26659
https://www.cve.org/CVERecord?id=CVE-2024-26688
https://www.cve.org/CVERecord?id=CVE-2024-26720
https://www.cve.org/CVERecord?id=CVE-2024-26733
https://www.cve.org/CVERecord?id=CVE-2024-26735
https://www.cve.org/CVERecord?id=CVE-2024-26736
https://www.cve.org/CVERecord?id=CVE-2024-26737
https://www.cve.org/CVERecord?id=CVE-2024-26743
https://www.cve.org/CVERecord?id=CVE-2024-26744
https://www.cve.org/CVERecord?id=CVE-2024-26747
https://www.cve.org/CVERecord?id=CVE-2024-26748
https://www.cve.org/CVERecord?id=CVE-2024-26749
https://www.cve.org/CVERecord?id=CVE-2024-26750

e CVE-2024-26751

https://www.cve.org/CVERecord?id=CVE-2024-26751

- . e CVE-2024-26752
. : https://www.cve.org/CVERecord?id=CVE-2024-26752
. e CVE-2024-26754
https://www.cve.org/CVERecord?id=CVE-2024-26754
- . . e CVE-2024-26763
https://www.cve.org/CVERecord?id=CVE-2024-26763
H H
. . e CVE-2024-26764
https://www.cve.org/CVERecord?id=CVE-2024-26764
EE E
- e CVE-2024-26766
https://www.cve.org/CVERecord?id=CVE-2024-26766
. . e CVE-2024-26769
https://www.cve.org/CVERecord?id=CVE-2024-26769
e CVE-2024-26771
https://www.cve.org/CVERecord?id=CVE-2024-26771
. e CVE-2024-26772
https://www.cve.org/CVERecord?id=CVE-2024-26772
. e CVE-2024-26773
- . https://www.cve.org/CVERecord?id=CVE-2024-26773
HE
. e CVE-2024-26774
- - I https://www.cve.org/CVERecord?id=CVE-2024-26774
EEi
- . . e CVE-2024-26776

I . I https://www.cve.org/CVERecord?id=CVE-2024-26776

e CVE-2024-26777
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https://www.cve.org/CVERecord?id=CVE-2024-26751
https://www.cve.org/CVERecord?id=CVE-2024-26752
https://www.cve.org/CVERecord?id=CVE-2024-26754
https://www.cve.org/CVERecord?id=CVE-2024-26763
https://www.cve.org/CVERecord?id=CVE-2024-26764
https://www.cve.org/CVERecord?id=CVE-2024-26766
https://www.cve.org/CVERecord?id=CVE-2024-26769
https://www.cve.org/CVERecord?id=CVE-2024-26771
https://www.cve.org/CVERecord?id=CVE-2024-26772
https://www.cve.org/CVERecord?id=CVE-2024-26773
https://www.cve.org/CVERecord?id=CVE-2024-26774
https://www.cve.org/CVERecord?id=CVE-2024-26776

https://www.cve.org/CVERecord?id=CVE-2024-26777

e CVE-2024-26778

https://www.cve.org/CVERecord?id=CVE-2024-26778

e CVE-2024-26779

https://www.cve.org/CVERecord?id=CVE-2024-26779

e CVE-2024-26782

https://www.cve.org/CVERecord?id=CVE-2024-26782

e CVE-2024-26787

https://www.cve.org/CVERecord?id=CVE-2024-26787

e CVE-2024-26788

https://www.cve.org/CVERecord?id=CVE-2024-26788

e CVE-2024-26790

https://www.cve.org/CVERecord?id=CVE-2024-26790

e CVE-2024-26791

https://www.cve.org/CVERecord?id=CVE-2024-26791

e CVE-2024-26792

https://www.cve.org/CVERecord?id=CVE-2024-26792

e CVE-2024-26793

https://www.cve.org/CVERecord?id=CVE-2024-26793

e CVE-2024-26795

https://www.cve.org/CVERecord?id=CVE-2024-26795

e CVE-2024-26798

https://www.cve.org/CVERecord?id=CVE-2024-26798

e CVE-2024-26801

https://www.cve.org/CVERecord?id=CVE-2024-26801
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https://www.cve.org/CVERecord?id=CVE-2024-26777
https://www.cve.org/CVERecord?id=CVE-2024-26778
https://www.cve.org/CVERecord?id=CVE-2024-26779
https://www.cve.org/CVERecord?id=CVE-2024-26782
https://www.cve.org/CVERecord?id=CVE-2024-26787
https://www.cve.org/CVERecord?id=CVE-2024-26788
https://www.cve.org/CVERecord?id=CVE-2024-26790
https://www.cve.org/CVERecord?id=CVE-2024-26791
https://www.cve.org/CVERecord?id=CVE-2024-26792
https://www.cve.org/CVERecord?id=CVE-2024-26793
https://www.cve.org/CVERecord?id=CVE-2024-26795
https://www.cve.org/CVERecord?id=CVE-2024-26798
https://www.cve.org/CVERecord?id=CVE-2024-26801

e CVE-2024-26802

https://www.cve.org/CVERecord?id=CVE-2024-26802

- . e CVE-2024-26803
. : https://www.cve.org/CVERecord?id=CVE-2024-26803
. e CVE-2024-26804
https://www.cve.org/CVERecord?id=CVE-2024-26804
. . . e CVE-2024-26805
https://www.cve.org/CVERecord?id=CVE-2024-26805
H H
. . e CVE-2024-26809
https://www.cve.org/CVERecord?id=CVE-2024-26809
s
- e CVE-2024-26810
https://www.cve.org/CVERecord?id=CVE-2024-26810
. . e CVE-2024-26812
https://www.cve.org/CVERecord?id=CVE-2024-26812
e CVE-2024-26813
https://www.cve.org/CVERecord?id=CVE-2024-26813
. e CVE-2024-26814
https://www.cve.org/CVERecord?id=CVE-2024-26814
. e CVE-2024-26815
- . https://www.cve.org/CVERecord?id=CVE-2024-26815
HE
. e CVE-2024-26816
- - I https://www.cve.org/CVERecord?id=CVE-2024-26816
EEi
- . I e CVE-2024-26820

l . I https://www.cve.org/CVERecord?id=CVE-2024-26820

e CVE-2024-26833
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https://www.cve.org/CVERecord?id=CVE-2024-26802
https://www.cve.org/CVERecord?id=CVE-2024-26803
https://www.cve.org/CVERecord?id=CVE-2024-26804
https://www.cve.org/CVERecord?id=CVE-2024-26805
https://www.cve.org/CVERecord?id=CVE-2024-26809
https://www.cve.org/CVERecord?id=CVE-2024-26810
https://www.cve.org/CVERecord?id=CVE-2024-26812
https://www.cve.org/CVERecord?id=CVE-2024-26813
https://www.cve.org/CVERecord?id=CVE-2024-26814
https://www.cve.org/CVERecord?id=CVE-2024-26815
https://www.cve.org/CVERecord?id=CVE-2024-26816
https://www.cve.org/CVERecord?id=CVE-2024-26820

https://www.cve.org/CVERecord?id=CVE-2024-26833

e CVE-2024-26835

https://www.cve.org/CVERecord?id=CVE-2024-26835

e CVE-2024-26838

https://www.cve.org/CVERecord?id=CVE-2024-26838

e CVE-2024-26839

https://www.cve.org/CVERecord?id=CVE-2024-26839

e CVE-2024-26840

https://www.cve.org/CVERecord?id=CVE-2024-26840

e CVE-2024-26843

https://www.cve.org/CVERecord?id=CVE-2024-26843

e CVE-2024-26845

https://www.cve.org/CVERecord?id=CVE-2024-26845

e CVE-2024-26846

https://www.cve.org/CVERecord?id=CVE-2024-26846

e CVE-2024-26848

https://www.cve.org/CVERecord?id=CVE-2024-26848

e CVE-2024-26851

https://www.cve.org/CVERecord?id=CVE-2024-26851

e CVE-2024-26852

https://www.cve.org/CVERecord?id=CVE-2024-26852

e CVE-2024-26855

https://www.cve.org/CVERecord?id=CVE-2024-26855

e CVE-2024-26856

https://www.cve.org/CVERecord?id=CVE-2024-26856
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https://www.cve.org/CVERecord?id=CVE-2024-26833
https://www.cve.org/CVERecord?id=CVE-2024-26835
https://www.cve.org/CVERecord?id=CVE-2024-26838
https://www.cve.org/CVERecord?id=CVE-2024-26839
https://www.cve.org/CVERecord?id=CVE-2024-26840
https://www.cve.org/CVERecord?id=CVE-2024-26843
https://www.cve.org/CVERecord?id=CVE-2024-26845
https://www.cve.org/CVERecord?id=CVE-2024-26846
https://www.cve.org/CVERecord?id=CVE-2024-26848
https://www.cve.org/CVERecord?id=CVE-2024-26851
https://www.cve.org/CVERecord?id=CVE-2024-26852
https://www.cve.org/CVERecord?id=CVE-2024-26855
https://www.cve.org/CVERecord?id=CVE-2024-26856

e CVE-2024-26857

https://www.cve.org/CVERecord?id=CVE-2024-26857

- . e CVE-2024-26859
. : https://www.cve.org/CVERecord?id=CVE-2024-26859
. e CVE-2024-26860
https://www.cve.org/CVERecord?id=CVE-2024-26860
. . . e CVE-2024-26861
https://www.cve.org/CVERecord?id=CVE-2024-26861
H H
. . e CVE-2024-26862
https://www.cve.org/CVERecord?id=CVE-2024-26862
s
- e CVE-2024-26863
https://www.cve.org/CVERecord?id=CVE-2024-26863
. . e CVE-2024-26864
https://www.cve.org/CVERecord?id=CVE-2024-26864
e CVE-2024-26865
https://www.cve.org/CVERecord?id=CVE-2024-26865
. e CVE-2024-26866
https://www.cve.org/CVERecord?id=CVE-2024-26866
. e CVE-2024-26868
- . https://www.cve.org/CVERecord?id=CVE-2024-26868
HE
. e CVE-2024-26869
- - I https://www.cve.org/CVERecord?id=CVE-2024-26869
EEi
- . I e CVE-2024-26870

l . I https://www.cve.org/CVERecord?id=CVE-2024-26870

e CVE-2024-26871
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https://www.cve.org/CVERecord?id=CVE-2024-26857
https://www.cve.org/CVERecord?id=CVE-2024-26859
https://www.cve.org/CVERecord?id=CVE-2024-26860
https://www.cve.org/CVERecord?id=CVE-2024-26861
https://www.cve.org/CVERecord?id=CVE-2024-26862
https://www.cve.org/CVERecord?id=CVE-2024-26863
https://www.cve.org/CVERecord?id=CVE-2024-26864
https://www.cve.org/CVERecord?id=CVE-2024-26865
https://www.cve.org/CVERecord?id=CVE-2024-26866
https://www.cve.org/CVERecord?id=CVE-2024-26868
https://www.cve.org/CVERecord?id=CVE-2024-26869
https://www.cve.org/CVERecord?id=CVE-2024-26870

https://www.cve.org/CVERecord?id=CVE-2024-26871

e CVE-2024-26872

https://www.cve.org/CVERecord?id=CVE-2024-26872

e CVE-2024-26873

https://www.cve.org/CVERecord?id=CVE-2024-26873

e CVE-2024-26874

https://www.cve.org/CVERecord?id=CVE-2024-26874

e CVE-2024-26875

https://www.cve.org/CVERecord?id=CVE-2024-26875

e CVE-2024-26876

https://www.cve.org/CVERecord?id=CVE-2024-26876

e CVE-2024-26877

https://www.cve.org/CVERecord?id=CVE-2024-26877

e CVE-2024-26878

https://www.cve.org/CVERecord?id=CVE-2024-26878

e CVE-2024-26879

https://www.cve.org/CVERecord?id=CVE-2024-26879

e CVE-2024-26880

https://www.cve.org/CVERecord?id=CVE-2024-26880

e CVE-2024-26881

https://www.cve.org/CVERecord?id=CVE-2024-26881

e CVE-2024-26882

https://www.cve.org/CVERecord?id=CVE-2024-26882

e CVE-2024-26883

https://www.cve.org/CVERecord?id=CVE-2024-26883
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https://www.cve.org/CVERecord?id=CVE-2024-26871
https://www.cve.org/CVERecord?id=CVE-2024-26872
https://www.cve.org/CVERecord?id=CVE-2024-26873
https://www.cve.org/CVERecord?id=CVE-2024-26874
https://www.cve.org/CVERecord?id=CVE-2024-26875
https://www.cve.org/CVERecord?id=CVE-2024-26876
https://www.cve.org/CVERecord?id=CVE-2024-26877
https://www.cve.org/CVERecord?id=CVE-2024-26878
https://www.cve.org/CVERecord?id=CVE-2024-26879
https://www.cve.org/CVERecord?id=CVE-2024-26880
https://www.cve.org/CVERecord?id=CVE-2024-26881
https://www.cve.org/CVERecord?id=CVE-2024-26882
https://www.cve.org/CVERecord?id=CVE-2024-26883

e CVE-2024-26884

https://www.cve.org/CVERecord?id=CVE-2024-26884

- . e CVE-2024-26885
. : https://www.cve.org/CVERecord?id=CVE-2024-26885
. e CVE-2024-26886
https://www.cve.org/CVERecord?id=CVE-2024-26886
. . . e CVE-2024-26887
https://www.cve.org/CVERecord?id=CVE-2024-26887
H H
. . e CVE-2024-26888
https://www.cve.org/CVERecord?id=CVE-2024-26888
s
- e CVE-2024-26889
https://www.cve.org/CVERecord?id=CVE-2024-26889
. . e CVE-2024-26890
https://www.cve.org/CVERecord?id=CVE-2024-26890
e CVE-2024-26891
https://www.cve.org/CVERecord?id=CVE-2024-26891
. e CVE-2024-26892
https://www.cve.org/CVERecord?id=CVE-2024-26892
. e CVE-2024-26893
- . https://www.cve.org/CVERecord?id=CVE-2024-26893
HE
. e CVE-2024-26894
- - I https://www.cve.org/CVERecord?id=CVE-2024-26894
EEi
- . I e CVE-2024-26895

l . I https://www.cve.org/CVERecord?id=CVE-2024-26895

e CVE-2024-26896
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https://www.cve.org/CVERecord?id=CVE-2024-26884
https://www.cve.org/CVERecord?id=CVE-2024-26885
https://www.cve.org/CVERecord?id=CVE-2024-26886
https://www.cve.org/CVERecord?id=CVE-2024-26887
https://www.cve.org/CVERecord?id=CVE-2024-26888
https://www.cve.org/CVERecord?id=CVE-2024-26889
https://www.cve.org/CVERecord?id=CVE-2024-26890
https://www.cve.org/CVERecord?id=CVE-2024-26891
https://www.cve.org/CVERecord?id=CVE-2024-26892
https://www.cve.org/CVERecord?id=CVE-2024-26893
https://www.cve.org/CVERecord?id=CVE-2024-26894
https://www.cve.org/CVERecord?id=CVE-2024-26895

https://www.cve.org/CVERecord?id=CVE-2024-26896

e CVE-2024-26897

https://www.cve.org/CVERecord?id=CVE-2024-26897

e CVE-2024-26898

https://www.cve.org/CVERecord?id=CVE-2024-26898

e CVE-2024-26899

https://www.cve.org/CVERecord?id=CVE-2024-26899

e CVE-2024-26900

https://www.cve.org/CVERecord?id=CVE-2024-26900

e CVE-2024-26901

https://www.cve.org/CVERecord?id=CVE-2024-26901

e CVE-2024-26903

https://www.cve.org/CVERecord?id=CVE-2024-26903

e CVE-2024-26906

https://www.cve.org/CVERecord?id=CVE-2024-26906

e CVE-2024-26907

https://www.cve.org/CVERecord?id=CVE-2024-26907

e CVE-2024-26915

https://www.cve.org/CVERecord?id=CVE-2024-26915

e CVE-2024-26922

https://www.cve.org/CVERecord?id=CVE-2024-26922

e CVE-2024-26924

https://www.cve.org/CVERecord?id=CVE-2024-26924

e CVE-2024-26925

https://www.cve.org/CVERecord?id=CVE-2024-26925
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https://www.cve.org/CVERecord?id=CVE-2024-26896
https://www.cve.org/CVERecord?id=CVE-2024-26897
https://www.cve.org/CVERecord?id=CVE-2024-26898
https://www.cve.org/CVERecord?id=CVE-2024-26899
https://www.cve.org/CVERecord?id=CVE-2024-26900
https://www.cve.org/CVERecord?id=CVE-2024-26901
https://www.cve.org/CVERecord?id=CVE-2024-26903
https://www.cve.org/CVERecord?id=CVE-2024-26906
https://www.cve.org/CVERecord?id=CVE-2024-26907
https://www.cve.org/CVERecord?id=CVE-2024-26915
https://www.cve.org/CVERecord?id=CVE-2024-26922
https://www.cve.org/CVERecord?id=CVE-2024-26924
https://www.cve.org/CVERecord?id=CVE-2024-26925

e CVE-2024-26927

https://www.cve.org/CVERecord?id=CVE-2024-26927

- . e CVE-2024-26929
. : https://www.cve.org/CVERecord?id=CVE-2024-26929
. e CVE-2024-26930
https://www.cve.org/CVERecord?id=CVE-2024-26930
. . . e CVE-2024-26931
https://www.cve.org/CVERecord?id=CVE-2024-26931
H H
. . e CVE-2024-26932
https://www.cve.org/CVERecord?id=CVE-2024-26932
s
- e CVE-2024-26933
https://www.cve.org/CVERecord?id=CVE-2024-26933
. . e CVE-2024-26934
https://www.cve.org/CVERecord?id=CVE-2024-26934
e CVE-2024-26935
https://www.cve.org/CVERecord?id=CVE-2024-26935
. e CVE-2024-26937
https://www.cve.org/CVERecord?id=CVE-2024-26937
. e CVE-2024-26938
- . https://www.cve.org/CVERecord?id=CVE-2024-26938
HE
. e CVE-2024-26939
- - I https://www.cve.org/CVERecord?id=CVE-2024-26939
EEi
- . I e CVE-2024-26940

l . I https://www.cve.org/CVERecord?id=CVE-2024-26940

e CVE-2024-26941
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https://www.cve.org/CVERecord?id=CVE-2024-26927
https://www.cve.org/CVERecord?id=CVE-2024-26929
https://www.cve.org/CVERecord?id=CVE-2024-26930
https://www.cve.org/CVERecord?id=CVE-2024-26931
https://www.cve.org/CVERecord?id=CVE-2024-26932
https://www.cve.org/CVERecord?id=CVE-2024-26933
https://www.cve.org/CVERecord?id=CVE-2024-26934
https://www.cve.org/CVERecord?id=CVE-2024-26935
https://www.cve.org/CVERecord?id=CVE-2024-26937
https://www.cve.org/CVERecord?id=CVE-2024-26938
https://www.cve.org/CVERecord?id=CVE-2024-26939
https://www.cve.org/CVERecord?id=CVE-2024-26940

https://www.cve.org/CVERecord?id=CVE-2024-26941

e CVE-2024-26942

https://www.cve.org/CVERecord?id=CVE-2024-26942

e CVE-2024-26943

https://www.cve.org/CVERecord?id=CVE-2024-26943

e CVE-2024-26944

https://www.cve.org/CVERecord?id=CVE-2024-26944

e CVE-2024-26945

https://www.cve.org/CVERecord?id=CVE-2024-26945

e CVE-2024-26946

https://www.cve.org/CVERecord?id=CVE-2024-26946

e CVE-2024-26947

https://www.cve.org/CVERecord?id=CVE-2024-26947

e CVE-2024-26948

https://www.cve.org/CVERecord?id=CVE-2024-26948

e CVE-2024-26949

https://www.cve.org/CVERecord?id=CVE-2024-26949

e CVE-2024-26950

https://www.cve.org/CVERecord?id=CVE-2024-26950

e CVE-2024-26951

https://www.cve.org/CVERecord?id=CVE-2024-26951

e CVE-2024-26952

https://www.cve.org/CVERecord?id=CVE-2024-26952

e CVE-2024-26953

https://www.cve.org/CVERecord?id=CVE-2024-26953
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https://www.cve.org/CVERecord?id=CVE-2024-26941
https://www.cve.org/CVERecord?id=CVE-2024-26942
https://www.cve.org/CVERecord?id=CVE-2024-26943
https://www.cve.org/CVERecord?id=CVE-2024-26944
https://www.cve.org/CVERecord?id=CVE-2024-26945
https://www.cve.org/CVERecord?id=CVE-2024-26946
https://www.cve.org/CVERecord?id=CVE-2024-26947
https://www.cve.org/CVERecord?id=CVE-2024-26948
https://www.cve.org/CVERecord?id=CVE-2024-26949
https://www.cve.org/CVERecord?id=CVE-2024-26950
https://www.cve.org/CVERecord?id=CVE-2024-26951
https://www.cve.org/CVERecord?id=CVE-2024-26952
https://www.cve.org/CVERecord?id=CVE-2024-26953

e CVE-2024-26954

https://www.cve.org/CVERecord?id=CVE-2024-26954

- . e CVE-2024-26955
. : https://www.cve.org/CVERecord?id=CVE-2024-26955
. e CVE-2024-26956
https://www.cve.org/CVERecord?id=CVE-2024-26956
. . . e CVE-2024-26957
https://www.cve.org/CVERecord?id=CVE-2024-26957
H H
. . e CVE-2024-26958
https://www.cve.org/CVERecord?id=CVE-2024-26958
s
- e CVE-2024-26959
https://www.cve.org/CVERecord?id=CVE-2024-26959
. . e CVE-2024-26960
https://www.cve.org/CVERecord?id=CVE-2024-26960
e CVE-2024-26961
https://www.cve.org/CVERecord?id=CVE-2024-26961
. e CVE-2024-26962
https://www.cve.org/CVERecord?id=CVE-2024-26962
. e CVE-2024-26963
- . https://www.cve.org/CVERecord?id=CVE-2024-26963
HE
. e CVE-2024-26964
- - I https://www.cve.org/CVERecord?id=CVE-2024-26964
EEi
- . I e CVE-2024-26965

l . I https://www.cve.org/CVERecord?id=CVE-2024-26965

e CVE-2024-26966
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https://www.cve.org/CVERecord?id=CVE-2024-26954
https://www.cve.org/CVERecord?id=CVE-2024-26955
https://www.cve.org/CVERecord?id=CVE-2024-26956
https://www.cve.org/CVERecord?id=CVE-2024-26957
https://www.cve.org/CVERecord?id=CVE-2024-26958
https://www.cve.org/CVERecord?id=CVE-2024-26959
https://www.cve.org/CVERecord?id=CVE-2024-26960
https://www.cve.org/CVERecord?id=CVE-2024-26961
https://www.cve.org/CVERecord?id=CVE-2024-26962
https://www.cve.org/CVERecord?id=CVE-2024-26963
https://www.cve.org/CVERecord?id=CVE-2024-26964
https://www.cve.org/CVERecord?id=CVE-2024-26965

https://www.cve.org/CVERecord?id=CVE-2024-26966

e CVE-2024-26967

https://www.cve.org/CVERecord?id=CVE-2024-26967

e CVE-2024-26968

https://www.cve.org/CVERecord?id=CVE-2024-26968

e CVE-2024-26969

https://www.cve.org/CVERecord?id=CVE-2024-26969

e CVE-2024-26970

https://www.cve.org/CVERecord?id=CVE-2024-26970

e CVE-2024-26971

https://www.cve.org/CVERecord?id=CVE-2024-26971

e CVE-2024-26972

https://www.cve.org/CVERecord?id=CVE-2024-26972

e CVE-2024-26973

https://www.cve.org/CVERecord?id=CVE-2024-26973

e CVE-2024-26975

https://www.cve.org/CVERecord?id=CVE-2024-26975

e CVE-2024-26976

https://www.cve.org/CVERecord?id=CVE-2024-26976

e CVE-2024-26977

https://www.cve.org/CVERecord?id=CVE-2024-26977

e CVE-2024-26978

https://www.cve.org/CVERecord?id=CVE-2024-26978

e CVE-2024-27024

https://www.cve.org/CVERecord?id=CVE-2024-27024
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https://www.cve.org/CVERecord?id=CVE-2024-26966
https://www.cve.org/CVERecord?id=CVE-2024-26967
https://www.cve.org/CVERecord?id=CVE-2024-26968
https://www.cve.org/CVERecord?id=CVE-2024-26969
https://www.cve.org/CVERecord?id=CVE-2024-26970
https://www.cve.org/CVERecord?id=CVE-2024-26971
https://www.cve.org/CVERecord?id=CVE-2024-26972
https://www.cve.org/CVERecord?id=CVE-2024-26973
https://www.cve.org/CVERecord?id=CVE-2024-26975
https://www.cve.org/CVERecord?id=CVE-2024-26976
https://www.cve.org/CVERecord?id=CVE-2024-26977
https://www.cve.org/CVERecord?id=CVE-2024-26978
https://www.cve.org/CVERecord?id=CVE-2024-27024

e CVE-2024-27026

https://www.cve.org/CVERecord?id=CVE-2024-27026

- . e CVE-2024-27027
. : https://www.cve.org/CVERecord?id=CVE-2024-27027
. e CVE-2024-27028
https://www.cve.org/CVERecord?id=CVE-2024-27028
- . . e CVE-2024-27029
https://www.cve.org/CVERecord?id=CVE-2024-27029
H H
. . e CVE-2024-27030
https://www.cve.org/CVERecord?id=CVE-2024-27030
EE E
- e CVE-2024-27031
https://www.cve.org/CVERecord?id=CVE-2024-27031
. . e CVE-2024-27032
https://www.cve.org/CVERecord?id=CVE-2024-27032
e CVE-2024-27033
https://www.cve.org/CVERecord?id=CVE-2024-27033
. e CVE-2024-27034
https://www.cve.org/CVERecord?id=CVE-2024-27034
. e CVE-2024-27035
- . https://www.cve.org/CVERecord?id=CVE-2024-27035
HE
. e CVE-2024-27036
- - I https://www.cve.org/CVERecord?id=CVE-2024-27036
EEi
- . . e CVE-2024-27037

I . I https://www.cve.org/CVERecord?id=CVE-2024-27037

e CVE-2024-27038
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https://www.cve.org/CVERecord?id=CVE-2024-27026
https://www.cve.org/CVERecord?id=CVE-2024-27027
https://www.cve.org/CVERecord?id=CVE-2024-27028
https://www.cve.org/CVERecord?id=CVE-2024-27029
https://www.cve.org/CVERecord?id=CVE-2024-27030
https://www.cve.org/CVERecord?id=CVE-2024-27031
https://www.cve.org/CVERecord?id=CVE-2024-27032
https://www.cve.org/CVERecord?id=CVE-2024-27033
https://www.cve.org/CVERecord?id=CVE-2024-27034
https://www.cve.org/CVERecord?id=CVE-2024-27035
https://www.cve.org/CVERecord?id=CVE-2024-27036
https://www.cve.org/CVERecord?id=CVE-2024-27037

https://www.cve.org/CVERecord?id=CVE-2024-27038

e CVE-2024-27039

https://www.cve.org/CVERecord?id=CVE-2024-27039

e CVE-2024-27040

https://www.cve.org/CVERecord?id=CVE-2024-27040

e CVE-2024-27041

https://www.cve.org/CVERecord?id=CVE-2024-27041

e CVE-2024-27042

https://www.cve.org/CVERecord?id=CVE-2024-27042

e CVE-2024-27043

https://www.cve.org/CVERecord?id=CVE-2024-27043

e CVE-2024-27044

https://www.cve.org/CVERecord?id=CVE-2024-27044

e CVE-2024-27045

https://www.cve.org/CVERecord?id=CVE-2024-27045

e CVE-2024-27046

https://www.cve.org/CVERecord?id=CVE-2024-27046

e CVE-2024-27047

https://www.cve.org/CVERecord?id=CVE-2024-27047

e CVE-2024-27048

https://www.cve.org/CVERecord?id=CVE-2024-27048

e CVE-2024-27049

https://www.cve.org/CVERecord?id=CVE-2024-27049

e CVE-2024-27050

https://www.cve.org/CVERecord?id=CVE-2024-27050
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https://www.cve.org/CVERecord?id=CVE-2024-27038
https://www.cve.org/CVERecord?id=CVE-2024-27039
https://www.cve.org/CVERecord?id=CVE-2024-27040
https://www.cve.org/CVERecord?id=CVE-2024-27041
https://www.cve.org/CVERecord?id=CVE-2024-27042
https://www.cve.org/CVERecord?id=CVE-2024-27043
https://www.cve.org/CVERecord?id=CVE-2024-27044
https://www.cve.org/CVERecord?id=CVE-2024-27045
https://www.cve.org/CVERecord?id=CVE-2024-27046
https://www.cve.org/CVERecord?id=CVE-2024-27047
https://www.cve.org/CVERecord?id=CVE-2024-27048
https://www.cve.org/CVERecord?id=CVE-2024-27049
https://www.cve.org/CVERecord?id=CVE-2024-27050

e CVE-2024-27051

https://www.cve.org/CVERecord?id=CVE-2024-27051

- . e CVE-2024-27052
. : https://www.cve.org/CVERecord?id=CVE-2024-27052
. e CVE-2024-27053
https://www.cve.org/CVERecord?id=CVE-2024-27053
- . . e CVE-2024-27054
https://www.cve.org/CVERecord?id=CVE-2024-27054
H H
. . e CVE-2024-27058
https://www.cve.org/CVERecord?id=CVE-2024-27058
EE E
- e CVE-2024-27063
https://www.cve.org/CVERecord?id=CVE-2024-27063
. . e CVE-2024-27064
https://www.cve.org/CVERecord?id=CVE-2024-27064
e CVE-2024-27065
https://www.cve.org/CVERecord?id=CVE-2024-27065
. e CVE-2024-27066
https://www.cve.org/CVERecord?id=CVE-2024-27066
. e CVE-2024-27067
- . https://www.cve.org/CVERecord?id=CVE-2024-27067
HE
. e CVE-2024-27068
- - I https://www.cve.org/CVERecord?id=CVE-2024-27068
EEi
- . . e CVE-2024-27069

I . I https://www.cve.org/CVERecord?id=CVE-2024-27069

e CVE-2024-27070
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https://www.cve.org/CVERecord?id=CVE-2024-27051
https://www.cve.org/CVERecord?id=CVE-2024-27052
https://www.cve.org/CVERecord?id=CVE-2024-27053
https://www.cve.org/CVERecord?id=CVE-2024-27054
https://www.cve.org/CVERecord?id=CVE-2024-27058
https://www.cve.org/CVERecord?id=CVE-2024-27063
https://www.cve.org/CVERecord?id=CVE-2024-27064
https://www.cve.org/CVERecord?id=CVE-2024-27065
https://www.cve.org/CVERecord?id=CVE-2024-27066
https://www.cve.org/CVERecord?id=CVE-2024-27067
https://www.cve.org/CVERecord?id=CVE-2024-27068
https://www.cve.org/CVERecord?id=CVE-2024-27069

https://www.cve.org/CVERecord?id=CVE-2024-27070

e CVE-2024-27071

https://www.cve.org/CVERecord?id=CVE-2024-27071

e CVE-2024-27072

https://www.cve.org/CVERecord?id=CVE-2024-27072

e CVE-2024-27073

https://www.cve.org/CVERecord?id=CVE-2024-27073

e CVE-2024-27074

https://www.cve.org/CVERecord?id=CVE-2024-27074

e CVE-2024-27075

https://www.cve.org/CVERecord?id=CVE-2024-27075

e CVE-2024-27076

https://www.cve.org/CVERecord?id=CVE-2024-27076

e CVE-2024-27077

https://www.cve.org/CVERecord?id=CVE-2024-27077

e CVE-2024-27078

https://www.cve.org/CVERecord?id=CVE-2024-27078

e CVE-2024-27079

https://www.cve.org/CVERecord?id=CVE-2024-27079

e CVE-2024-27080

https://www.cve.org/CVERecord?id=CVE-2024-27080

e CVE-2024-27388

https://www.cve.org/CVERecord?id=CVE-2024-27388

e CVE-2024-27389

https://www.cve.org/CVERecord?id=CVE-2024-27389
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https://www.cve.org/CVERecord?id=CVE-2024-27070
https://www.cve.org/CVERecord?id=CVE-2024-27071
https://www.cve.org/CVERecord?id=CVE-2024-27072
https://www.cve.org/CVERecord?id=CVE-2024-27073
https://www.cve.org/CVERecord?id=CVE-2024-27074
https://www.cve.org/CVERecord?id=CVE-2024-27075
https://www.cve.org/CVERecord?id=CVE-2024-27076
https://www.cve.org/CVERecord?id=CVE-2024-27077
https://www.cve.org/CVERecord?id=CVE-2024-27078
https://www.cve.org/CVERecord?id=CVE-2024-27079
https://www.cve.org/CVERecord?id=CVE-2024-27080
https://www.cve.org/CVERecord?id=CVE-2024-27388
https://www.cve.org/CVERecord?id=CVE-2024-27389

e CVE-2024-27390

https://www.cve.org/CVERecord?id=CVE-2024-27390

- O e CVE-2024-27391
B : https://www.cve.org/CVERecord?id=CVE-2024-27391

[ e CVE-2024-27392
https://www.cve.org/CVERecord?id=CVE-2024-27392

a2 . B e CVE-2024-27403
0 https://www.cve.org/CVERecord?id=CVE-2024-27403

| B e CVE-2024-27405
00o https://www.cve.org/CVERecord?id=CVE-2024-27405

| e CVE-2024-27410
https://www.cve.org/CVERecord?id=CVE-2024-27410

|| | e CVE-2024-27412
https://www.cve.org/CVERecord?id=CVE-2024-27412

e CVE-2024-27413
https://www.cve.org/CVERecord?id=CVE-2024-27413

| e CVE-2024-27414
https://www.cve.org/CVERecord?id=CVE-2024-27414

0 e CVE-2024-27415
iy https://www.cve.org/CVERecord?id=CVE-2024-27415

. = e CVE-2024-27416
EEs https://www.cve.org/CVERecord?id=CVE-2024-27416

: : : e CVE-2024-27417

I . I https://www.cve.org/CVERecord?id=CVE-2024-27417

e CVE-2024-27419
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https://www.cve.org/CVERecord?id=CVE-2024-27390
https://www.cve.org/CVERecord?id=CVE-2024-27391
https://www.cve.org/CVERecord?id=CVE-2024-27392
https://www.cve.org/CVERecord?id=CVE-2024-27403
https://www.cve.org/CVERecord?id=CVE-2024-27405
https://www.cve.org/CVERecord?id=CVE-2024-27410
https://www.cve.org/CVERecord?id=CVE-2024-27412
https://www.cve.org/CVERecord?id=CVE-2024-27413
https://www.cve.org/CVERecord?id=CVE-2024-27414
https://www.cve.org/CVERecord?id=CVE-2024-27415
https://www.cve.org/CVERecord?id=CVE-2024-27416
https://www.cve.org/CVERecord?id=CVE-2024-27417

https://www.cve.org/CVERecord?id=CVE-2024-27419

e CVE-2024-27431

https://www.cve.org/CVERecord?id=CVE-2024-27431

e CVE-2024-27432

https://www.cve.org/CVERecord?id=CVE-2024-27432

e CVE-2024-27433

https://www.cve.org/CVERecord?id=CVE-2024-27433

e CVE-2024-27434

https://www.cve.org/CVERecord?id=CVE-2024-27434

e CVE-2024-27435

https://www.cve.org/CVERecord?id=CVE-2024-27435

e CVE-2024-27436

https://www.cve.org/CVERecord?id=CVE-2024-27436

e CVE-2024-27437

https://www.cve.org/CVERecord?id=CVE-2024-27437

e CVE-2024-35787

https://www.cve.org/CVERecord?id=CVE-2024-35787

e CVE-2024-35789

https://www.cve.org/CVERecord?id=CVE-2024-35789

e CVE-2024-35793

https://www.cve.org/CVERecord?id=CVE-2024-35793

e CVE-2024-35794

https://www.cve.org/CVERecord?id=CVE-2024-35794

e CVE-2024-35795

https://www.cve.org/CVERecord?id=CVE-2024-35795
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https://www.cve.org/CVERecord?id=CVE-2024-27419
https://www.cve.org/CVERecord?id=CVE-2024-27431
https://www.cve.org/CVERecord?id=CVE-2024-27432
https://www.cve.org/CVERecord?id=CVE-2024-27433
https://www.cve.org/CVERecord?id=CVE-2024-27434
https://www.cve.org/CVERecord?id=CVE-2024-27435
https://www.cve.org/CVERecord?id=CVE-2024-27436
https://www.cve.org/CVERecord?id=CVE-2024-27437
https://www.cve.org/CVERecord?id=CVE-2024-35787
https://www.cve.org/CVERecord?id=CVE-2024-35789
https://www.cve.org/CVERecord?id=CVE-2024-35793
https://www.cve.org/CVERecord?id=CVE-2024-35794
https://www.cve.org/CVERecord?id=CVE-2024-35795

e CVE-2024-35796

https://www.cve.org/CVERecord?id=CVE-2024-35796

- . e CVE-2024-35797
. : https://www.cve.org/CVERecord?id=CVE-2024-35797
. e CVE-2024-35798
https://www.cve.org/CVERecord?id=CVE-2024-35798
. . . e CVE-2024-35799
https://www.cve.org/CVERecord?id=CVE-2024-35799
H H
. . e CVE-2024-35800
https://www.cve.org/CVERecord?id=CVE-2024-35800
s
- e CVE-2024-35801
https://www.cve.org/CVERecord?id=CVE-2024-35801
. . e CVE-2024-35803
https://www.cve.org/CVERecord?id=CVE-2024-35803
e CVE-2024-35805
https://www.cve.org/CVERecord?id=CVE-2024-35805
. e CVE-2024-35806
https://www.cve.org/CVERecord?id=CVE-2024-35806
. e CVE-2024-35807
- . https://www.cve.org/CVERecord?id=CVE-2024-35807
HE
. e CVE-2024-35808
- - I https://www.cve.org/CVERecord?id=CVE-2024-35808
EEi
- . I e CVE-2024-35809

l . i https://www.cve.org/CVERecord?id=CVE-2024-35809

e CVE-2024-35810
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https://www.cve.org/CVERecord?id=CVE-2024-35796
https://www.cve.org/CVERecord?id=CVE-2024-35797
https://www.cve.org/CVERecord?id=CVE-2024-35798
https://www.cve.org/CVERecord?id=CVE-2024-35799
https://www.cve.org/CVERecord?id=CVE-2024-35800
https://www.cve.org/CVERecord?id=CVE-2024-35801
https://www.cve.org/CVERecord?id=CVE-2024-35803
https://www.cve.org/CVERecord?id=CVE-2024-35805
https://www.cve.org/CVERecord?id=CVE-2024-35806
https://www.cve.org/CVERecord?id=CVE-2024-35807
https://www.cve.org/CVERecord?id=CVE-2024-35808
https://www.cve.org/CVERecord?id=CVE-2024-35809

https://www.cve.org/CVERecord?id=CVE-2024-35810

e CVE-2024-35811

https://www.cve.org/CVERecord?id=CVE-2024-35811

e CVE-2024-35813

https://www.cve.org/CVERecord?id=CVE-2024-35813

e CVE-2024-35814

https://www.cve.org/CVERecord?id=CVE-2024-35814

e CVE-2024-35817

https://www.cve.org/CVERecord?id=CVE-2024-35817

e CVE-2024-35819

https://www.cve.org/CVERecord?id=CVE-2024-35819

e CVE-2024-35821

https://www.cve.org/CVERecord?id=CVE-2024-35821

e CVE-2024-35822

https://www.cve.org/CVERecord?id=CVE-2024-35822

e CVE-2024-35826

https://www.cve.org/CVERecord?id=CVE-2024-35826

e CVE-2024-35827

https://www.cve.org/CVERecord?id=CVE-2024-35827

e CVE-2024-35828

https://www.cve.org/CVERecord?id=CVE-2024-35828

e CVE-2024-35829

https://www.cve.org/CVERecord?id=CVE-2024-35829

e CVE-2024-35830

https://www.cve.org/CVERecord?id=CVE-2024-35830
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https://www.cve.org/CVERecord?id=CVE-2024-35810
https://www.cve.org/CVERecord?id=CVE-2024-35811
https://www.cve.org/CVERecord?id=CVE-2024-35813
https://www.cve.org/CVERecord?id=CVE-2024-35814
https://www.cve.org/CVERecord?id=CVE-2024-35817
https://www.cve.org/CVERecord?id=CVE-2024-35819
https://www.cve.org/CVERecord?id=CVE-2024-35821
https://www.cve.org/CVERecord?id=CVE-2024-35822
https://www.cve.org/CVERecord?id=CVE-2024-35826
https://www.cve.org/CVERecord?id=CVE-2024-35827
https://www.cve.org/CVERecord?id=CVE-2024-35828
https://www.cve.org/CVERecord?id=CVE-2024-35829
https://www.cve.org/CVERecord?id=CVE-2024-35830

e CVE-2024-35831

https://www.cve.org/CVERecord?id=CVE-2024-35831

- . e CVE-2024-35843
. : https://www.cve.org/CVERecord?id=CVE-2024-35843
| e CVE-2024-35844
https://www.cve.org/CVERecord?id=CVE-2024-35844
- . C e CVE-2024-35845
https://www.cve.org/CVERecord?id=CVE-2024-35845
H H
| |l e CVE-2024-35874
https://www.cve.org/CVERecord?id=CVE-2024-35874
O0OmR
H e CVE-2024-35901
https://www.cve.org/CVERecord?id=CVE-2024-35901
A
[
Solution
I Mettre a jour vos systéemes Ubuntu. (se référe a la documentation)
- . DOCUMENTATION
HE
. ¢ Bulletin de sécurité Ubuntu USN-6795-1 du 28 mai 2024
- - I https://ubuntu.com/security/notices/USN-6795-1
EEi
- . I e CVE-2023-47233

I . I https://www.cve.org/CVERecord?id=CVE-2023-47233

e CVE-2023-52435
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https://www.cve.org/CVERecord?id=CVE-2024-35831
https://www.cve.org/CVERecord?id=CVE-2024-35843
https://www.cve.org/CVERecord?id=CVE-2024-35844
https://www.cve.org/CVERecord?id=CVE-2024-35845
https://www.cve.org/CVERecord?id=CVE-2024-35874
https://www.cve.org/CVERecord?id=CVE-2024-35901
https://ubuntu.com/security/notices/USN-6795-1
https://www.cve.org/CVERecord?id=CVE-2023-47233

https://www.cve.org/CVERecord?id=CVE-2023-52435

e CVE-2023-52486

https://www.cve.org/CVERecord?id=CVE-2023-52486

e CVE-2023-52489

https://www.cve.org/CVERecord?id=CVE-2023-52489

e CVE-2023-52491

https://www.cve.org/CVERecord?id=CVE-2023-52491

e CVE-2023-52492

https://www.cve.org/CVERecord?id=CVE-2023-52492

e CVE-2023-52493

https://www.cve.org/CVERecord?id=CVE-2023-52493

e CVE-2023-52494

https://www.cve.org/CVERecord?id=CVE-2023-52494

e CVE-2023-52498

https://www.cve.org/CVERecord?id=CVE-2023-52498

e CVE-2023-52530

https://www.cve.org/CVERecord?id=CVE-2023-52530

e CVE-2023-52583

https://www.cve.org/CVERecord?id=CVE-2023-52583

e CVE-2023-52587

https://www.cve.org/CVERecord?id=CVE-2023-52587

e CVE-2023-52588

https://www.cve.org/CVERecord?id=CVE-2023-52588

e CVE-2023-52594

https://www.cve.org/CVERecord?id=CVE-2023-52594
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https://www.cve.org/CVERecord?id=CVE-2023-52435
https://www.cve.org/CVERecord?id=CVE-2023-52486
https://www.cve.org/CVERecord?id=CVE-2023-52489
https://www.cve.org/CVERecord?id=CVE-2023-52491
https://www.cve.org/CVERecord?id=CVE-2023-52492
https://www.cve.org/CVERecord?id=CVE-2023-52493
https://www.cve.org/CVERecord?id=CVE-2023-52494
https://www.cve.org/CVERecord?id=CVE-2023-52498
https://www.cve.org/CVERecord?id=CVE-2023-52530
https://www.cve.org/CVERecord?id=CVE-2023-52583
https://www.cve.org/CVERecord?id=CVE-2023-52587
https://www.cve.org/CVERecord?id=CVE-2023-52588
https://www.cve.org/CVERecord?id=CVE-2023-52594

e CVE-2023-52595

https://www.cve.org/CVERecord?id=CVE-2023-52595

- . e CVE-2023-52597
. : https://www.cve.org/CVERecord?id=CVE-2023-52597
. e CVE-2023-52598
https://www.cve.org/CVERecord?id=CVE-2023-52598
. . . e CVE-2023-52599
https://www.cve.org/CVERecord?id=CVE-2023-52599
H H
. . e CVE-2023-52601
https://www.cve.org/CVERecord?id=CVE-2023-52601
s
- e CVE-2023-52602
https://www.cve.org/CVERecord?id=CVE-2023-52602
. . e CVE-2023-52604
https://www.cve.org/CVERecord?id=CVE-2023-52604
e CVE-2023-52606
https://www.cve.org/CVERecord?id=CVE-2023-52606
. e CVE-2023-52607
https://www.cve.org/CVERecord?id=CVE-2023-52607
. e CVE-2023-52608
- . https://www.cve.org/CVERecord?id=CVE-2023-52608
HE
. e CVE-2023-52614
- - I https://www.cve.org/CVERecord?id=CVE-2023-52614
EEi
- . I e CVE-2023-52615

l . I https://www.cve.org/CVERecord?id=CVE-2023-52615

e CVE-2023-52616
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https://www.cve.org/CVERecord?id=CVE-2023-52595
https://www.cve.org/CVERecord?id=CVE-2023-52597
https://www.cve.org/CVERecord?id=CVE-2023-52598
https://www.cve.org/CVERecord?id=CVE-2023-52599
https://www.cve.org/CVERecord?id=CVE-2023-52601
https://www.cve.org/CVERecord?id=CVE-2023-52602
https://www.cve.org/CVERecord?id=CVE-2023-52604
https://www.cve.org/CVERecord?id=CVE-2023-52606
https://www.cve.org/CVERecord?id=CVE-2023-52607
https://www.cve.org/CVERecord?id=CVE-2023-52608
https://www.cve.org/CVERecord?id=CVE-2023-52614
https://www.cve.org/CVERecord?id=CVE-2023-52615

https://www.cve.org/CVERecord?id=CVE-2023-52616

e CVE-2023-52617

https://www.cve.org/CVERecord?id=CVE-2023-52617

e CVE-2023-52618

https://www.cve.org/CVERecord?id=CVE-2023-52618

e CVE-2023-52619

https://www.cve.org/CVERecord?id=CVE-2023-52619

e CVE-2023-52622

https://www.cve.org/CVERecord?id=CVE-2023-52622

e CVE-2023-52623

https://www.cve.org/CVERecord?id=CVE-2023-52623

e CVE-2023-52627

https://www.cve.org/CVERecord?id=CVE-2023-52627

e CVE-2023-52631

https://www.cve.org/CVERecord?id=CVE-2023-52631

e CVE-2023-52633

https://www.cve.org/CVERecord?id=CVE-2023-52633

e CVE-2023-52635

https://www.cve.org/CVERecord?id=CVE-2023-52635

e CVE-2023-52637

https://www.cve.org/CVERecord?id=CVE-2023-52637

e CVE-2023-52638

https://www.cve.org/CVERecord?id=CVE-2023-52638

e CVE-2023-52642

https://www.cve.org/CVERecord?id=CVE-2023-52642
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e CVE-2023-52643

https://www.cve.org/CVERecord?id=CVE-2023-52643

- . e CVE-2024-1151
. : https://www.cve.org/CVERecord?id=CVE-2024-1151
. e CVE-2024-2201
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. . . e CVE-2024-23849
https://www.cve.org/CVERecord?id=CVE-2024-23849
H H
. . e CVE-2024-26592
https://www.cve.org/CVERecord?id=CVE-2024-26592
s
- e CVE-2024-26593
https://www.cve.org/CVERecord?id=CVE-2024-26593
. . e CVE-2024-26594
https://www.cve.org/CVERecord?id=CVE-2024-26594
e CVE-2024-26600
https://www.cve.org/CVERecord?id=CVE-2024-26600
. e CVE-2024-26602
https://www.cve.org/CVERecord?id=CVE-2024-26602
. e CVE-2024-26606
- . https://www.cve.org/CVERecord?id=CVE-2024-26606
HE
. e CVE-2024-26608
- - I https://www.cve.org/CVERecord?id=CVE-2024-26608
EEi
- . I e CVE-2024-26610

l . I https://www.cve.org/CVERecord?id=CVE-2024-26610

e CVE-2024-26614
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https://www.cve.org/CVERecord?id=CVE-2024-26614

e CVE-2024-26615

https://www.cve.org/CVERecord?id=CVE-2024-26615

e CVE-2024-26622

https://www.cve.org/CVERecord?id=CVE-2024-26622

e CVE-2024-26625

https://www.cve.org/CVERecord?id=CVE-2024-26625

e CVE-2024-26627

https://www.cve.org/CVERecord?id=CVE-2024-26627

e CVE-2024-26635

https://www.cve.org/CVERecord?id=CVE-2024-26635

e CVE-2024-26636

https://www.cve.org/CVERecord?id=CVE-2024-26636

e CVE-2024-26640

https://www.cve.org/CVERecord?id=CVE-2024-26640

e CVE-2024-26641

https://www.cve.org/CVERecord?id=CVE-2024-26641

e CVE-2024-26644

https://www.cve.org/CVERecord?id=CVE-2024-26644

e CVE-2024-26645

https://www.cve.org/CVERecord?id=CVE-2024-26645

e CVE-2024-26660

https://www.cve.org/CVERecord?id=CVE-2024-26660

e CVE-2024-26663

https://www.cve.org/CVERecord?id=CVE-2024-26663

Agence Nationale Des Systémes D'Information . : I contact@cert.gouv.dj 6 htips://cert.gouv.dj ‘ 21441112

De L'Etat Présidence De La République, BP 2000



https://www.cve.org/CVERecord?id=CVE-2024-26614
https://www.cve.org/CVERecord?id=CVE-2024-26615
https://www.cve.org/CVERecord?id=CVE-2024-26622
https://www.cve.org/CVERecord?id=CVE-2024-26625
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https://www.cve.org/CVERecord?id=CVE-2024-26663

e CVE-2024-26664

https://www.cve.org/CVERecord?id=CVE-2024-26664

- . e CVE-2024-26665
. : https://www.cve.org/CVERecord?id=CVE-2024-26665
. e CVE-2024-26668
https://www.cve.org/CVERecord?id=CVE-2024-26668
. . . e CVE-2024-26671
https://www.cve.org/CVERecord?id=CVE-2024-26671
H H
. . e CVE-2024-26673
https://www.cve.org/CVERecord?id=CVE-2024-26673
s
- e CVE-2024-26675
https://www.cve.org/CVERecord?id=CVE-2024-26675
. . e CVE-2024-26676
https://www.cve.org/CVERecord?id=CVE-2024-26676
e CVE-2024-26679
https://www.cve.org/CVERecord?id=CVE-2024-26679
. e CVE-2024-26684
https://www.cve.org/CVERecord?id=CVE-2024-26684
. e CVE-2024-26685
- . https://www.cve.org/CVERecord?id=CVE-2024-26685
HE
. e CVE-2024-26689
- - I https://www.cve.org/CVERecord?id=CVE-2024-26689
EEi
- . I e CVE-2024-26695

l . I https://www.cve.org/CVERecord?id=CVE-2024-26695

e CVE-2024-26696
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https://www.cve.org/CVERecord?id=CVE-2024-26664
https://www.cve.org/CVERecord?id=CVE-2024-26665
https://www.cve.org/CVERecord?id=CVE-2024-26668
https://www.cve.org/CVERecord?id=CVE-2024-26671
https://www.cve.org/CVERecord?id=CVE-2024-26673
https://www.cve.org/CVERecord?id=CVE-2024-26675
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https://www.cve.org/CVERecord?id=CVE-2024-26689
https://www.cve.org/CVERecord?id=CVE-2024-26695

https://www.cve.org/CVERecord?id=CVE-2024-26696

e CVE-2024-26697

https://www.cve.org/CVERecord?id=CVE-2024-26697

e CVE-2024-26698

https://www.cve.org/CVERecord?id=CVE-2024-26698

e CVE-2024-26702

https://www.cve.org/CVERecord?id=CVE-2024-26702

e CVE-2024-26704

https://www.cve.org/CVERecord?id=CVE-2024-26704

e CVE-2024-26707

https://www.cve.org/CVERecord?id=CVE-2024-26707

e CVE-2024-26712

https://www.cve.org/CVERecord?id=CVE-2024-26712

e CVE-2024-26715

https://www.cve.org/CVERecord?id=CVE-2024-26715

e CVE-2024-26717

https://www.cve.org/CVERecord?id=CVE-2024-26717

e CVE-2024-26720

https://www.cve.org/CVERecord?id=CVE-2024-26720

e CVE-2024-26722

https://www.cve.org/CVERecord?id=CVE-2024-26722

e CVE-2024-26808

https://www.cve.org/CVERecord?id=CVE-2024-26808

e CVE-2024-26825

https://www.cve.org/CVERecord?id=CVE-2024-26825
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https://www.cve.org/CVERecord?id=CVE-2024-26702
https://www.cve.org/CVERecord?id=CVE-2024-26704
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https://www.cve.org/CVERecord?id=CVE-2024-26712
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https://www.cve.org/CVERecord?id=CVE-2024-26722
https://www.cve.org/CVERecord?id=CVE-2024-26808
https://www.cve.org/CVERecord?id=CVE-2024-26825

e CVE-2024-26826

https://www.cve.org/CVERecord?id=CVE-2024-26826

e CVE-2024-26829

https://www.cve.org/CVERecord?id=CVE-2024-26829

e CVE-2024-26910

https://www.cve.org/CVERecord?id=CVE-2024-26910

e CVE-2024-26916

https://www.cve.org/CVERecord?id=CVE-2024-26916

e CVE-2024-26920

https://www.cve.org/CVERecord?id=CVE-2024-26920
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