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IMPACT :

Atteinte à l'intégrité des données
Atteinte à la confidentialité des données
Contournement de la politique de sécurité
Déni de service
Exécution de code arbitraire
Élévation de privilèges

  

SYSTÉME AFFECTÉ :

Ubuntu 18.04 ESM
Ubuntu 20.04 LTS
Ubuntu 22.04 LTS
Ubuntu 24.04 LTS

  

DÉSCRIPTION :

Plusieurs vulnérabilités ont été découvertes dans le noyau Linux d'Ubuntu.
Certaines d'entre elles permettent à un attaquant d'exécuter du code arbitraire,
d'élever ses privilèges et de compromettre la confidentialité des données.
  

SOLUTION :

Mettre à jour vos systèmes Linux Ubuntu. (se réfère à la documentation)



  

DOCUMENTATION :

Bulletin de sécurité Ubuntu USN-6895-3 du 19 juillet 2024

  https://ubuntu.com/security/notices/USN-6895-3

Bulletin de sécurité Ubuntu USN-6896-4 du 19 juillet 2024

  https://ubuntu.com/security/notices/USN-6896-4

Bulletin de sécurité Ubuntu USN-6898-3 du 19 juillet 2024

  https://ubuntu.com/security/notices/USN-6898-3

Bulletin de sécurité Ubuntu USN-6893-3 du 23 juillet 2024

  https://ubuntu.com/security/notices/USN-6893-3

Bulletin de sécurité Ubuntu USN-6896-5 du 23 juillet 2024

  https://ubuntu.com/security/notices/USN-6896-5

Bulletin de sécurité Ubuntu USN-6898-4 du 23 juillet 2024

  https://ubuntu.com/security/notices/USN-6898-4
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CVE-2024-26878

https://www.cve.org/CVERecord?id=CVE-2024-26878

CVE-2024-26880

https://www.cve.org/CVERecord?id=CVE-2024-26880

CVE-2024-26882

https://www.cve.org/CVERecord?id=CVE-2024-26882

CVE-2024-26883

https://www.cve.org/CVERecord?id=CVE-2024-26883

CVE-2024-26884

https://www.cve.org/CVERecord?id=CVE-2024-26884

CVE-2024-26889

https://www.cve.org/CVERecord?id=CVE-2024-26889

CVE-2024-26890

https://www.cve.org/CVERecord?id=CVE-2024-26890

CVE-2024-26894

https://www.cve.org/CVERecord?id=CVE-2024-26894

CVE-2024-26898

https://www.cve.org/CVERecord?id=CVE-2024-26898

https://www.cve.org/CVERecord?id=CVE-2024-26862
https://www.cve.org/CVERecord?id=CVE-2024-26863
https://www.cve.org/CVERecord?id=CVE-2024-26874
https://www.cve.org/CVERecord?id=CVE-2024-26875
https://www.cve.org/CVERecord?id=CVE-2024-26878
https://www.cve.org/CVERecord?id=CVE-2024-26880
https://www.cve.org/CVERecord?id=CVE-2024-26882
https://www.cve.org/CVERecord?id=CVE-2024-26883
https://www.cve.org/CVERecord?id=CVE-2024-26884
https://www.cve.org/CVERecord?id=CVE-2024-26889
https://www.cve.org/CVERecord?id=CVE-2024-26890
https://www.cve.org/CVERecord?id=CVE-2024-26894
https://www.cve.org/CVERecord?id=CVE-2024-26898


CVE-2024-26901

https://www.cve.org/CVERecord?id=CVE-2024-26901

CVE-2024-26903

https://www.cve.org/CVERecord?id=CVE-2024-26903

CVE-2024-26910

https://www.cve.org/CVERecord?id=CVE-2024-26910

CVE-2024-26916

https://www.cve.org/CVERecord?id=CVE-2024-26916

CVE-2024-26917

https://www.cve.org/CVERecord?id=CVE-2024-26917

CVE-2024-26919

https://www.cve.org/CVERecord?id=CVE-2024-26919

CVE-2024-26920

https://www.cve.org/CVERecord?id=CVE-2024-26920

CVE-2024-26921

https://www.cve.org/CVERecord?id=CVE-2024-26921

CVE-2024-26922

https://www.cve.org/CVERecord?id=CVE-2024-26922

CVE-2024-26923

https://www.cve.org/CVERecord?id=CVE-2024-26923

CVE-2024-26925

https://www.cve.org/CVERecord?id=CVE-2024-26925

CVE-2024-26926

https://www.cve.org/CVERecord?id=CVE-2024-26926

CVE-2024-26928

https://www.cve.org/CVERecord?id=CVE-2024-26901
https://www.cve.org/CVERecord?id=CVE-2024-26903
https://www.cve.org/CVERecord?id=CVE-2024-26910
https://www.cve.org/CVERecord?id=CVE-2024-26916
https://www.cve.org/CVERecord?id=CVE-2024-26917
https://www.cve.org/CVERecord?id=CVE-2024-26919
https://www.cve.org/CVERecord?id=CVE-2024-26920
https://www.cve.org/CVERecord?id=CVE-2024-26921
https://www.cve.org/CVERecord?id=CVE-2024-26922
https://www.cve.org/CVERecord?id=CVE-2024-26923
https://www.cve.org/CVERecord?id=CVE-2024-26925
https://www.cve.org/CVERecord?id=CVE-2024-26926


https://www.cve.org/CVERecord?id=CVE-2024-26928

CVE-2024-26929

https://www.cve.org/CVERecord?id=CVE-2024-26929

CVE-2024-26931

https://www.cve.org/CVERecord?id=CVE-2024-26931

CVE-2024-26934

https://www.cve.org/CVERecord?id=CVE-2024-26934

CVE-2024-26935

https://www.cve.org/CVERecord?id=CVE-2024-26935

CVE-2024-26936

https://www.cve.org/CVERecord?id=CVE-2024-26936

CVE-2024-26937

https://www.cve.org/CVERecord?id=CVE-2024-26937

CVE-2024-26950

https://www.cve.org/CVERecord?id=CVE-2024-26950

CVE-2024-26951

https://www.cve.org/CVERecord?id=CVE-2024-26951

CVE-2024-26955

https://www.cve.org/CVERecord?id=CVE-2024-26955

CVE-2024-26956

https://www.cve.org/CVERecord?id=CVE-2024-26956

CVE-2024-26957

https://www.cve.org/CVERecord?id=CVE-2024-26957

CVE-2024-26958

https://www.cve.org/CVERecord?id=CVE-2024-26958

https://www.cve.org/CVERecord?id=CVE-2024-26928
https://www.cve.org/CVERecord?id=CVE-2024-26929
https://www.cve.org/CVERecord?id=CVE-2024-26931
https://www.cve.org/CVERecord?id=CVE-2024-26934
https://www.cve.org/CVERecord?id=CVE-2024-26935
https://www.cve.org/CVERecord?id=CVE-2024-26936
https://www.cve.org/CVERecord?id=CVE-2024-26937
https://www.cve.org/CVERecord?id=CVE-2024-26950
https://www.cve.org/CVERecord?id=CVE-2024-26951
https://www.cve.org/CVERecord?id=CVE-2024-26955
https://www.cve.org/CVERecord?id=CVE-2024-26956
https://www.cve.org/CVERecord?id=CVE-2024-26957
https://www.cve.org/CVERecord?id=CVE-2024-26958


CVE-2024-26960

https://www.cve.org/CVERecord?id=CVE-2024-26960

Référence CVE CVE-2024-26961

https://www.cve.org/CVERecord?id=CVE-2024-26961

CVE-2024-26964

https://www.cve.org/CVERecord?id=CVE-2024-26964

CVE-2024-26965

https://www.cve.org/CVERecord?id=CVE-2024-26965

CVE-2024-26966

https://www.cve.org/CVERecord?id=CVE-2024-26966

CVE-2024-26969

https://www.cve.org/CVERecord?id=CVE-2024-26969

CVE-2024-26970

https://www.cve.org/CVERecord?id=CVE-2024-26970

CVE-2024-26973

https://www.cve.org/CVERecord?id=CVE-2024-26973

CVE-2024-26974

https://www.cve.org/CVERecord?id=CVE-2024-26974

CVE-2024-26976

https://www.cve.org/CVERecord?id=CVE-2024-26976

CVE-2024-26977

https://www.cve.org/CVERecord?id=CVE-2024-26977

CVE-2024-26980

https://www.cve.org/CVERecord?id=CVE-2024-26980

CVE-2024-26981

https://www.cve.org/CVERecord?id=CVE-2024-26960
https://www.cve.org/CVERecord?id=CVE-2024-26961
https://www.cve.org/CVERecord?id=CVE-2024-26964
https://www.cve.org/CVERecord?id=CVE-2024-26965
https://www.cve.org/CVERecord?id=CVE-2024-26966
https://www.cve.org/CVERecord?id=CVE-2024-26969
https://www.cve.org/CVERecord?id=CVE-2024-26970
https://www.cve.org/CVERecord?id=CVE-2024-26973
https://www.cve.org/CVERecord?id=CVE-2024-26974
https://www.cve.org/CVERecord?id=CVE-2024-26976
https://www.cve.org/CVERecord?id=CVE-2024-26977
https://www.cve.org/CVERecord?id=CVE-2024-26980


https://www.cve.org/CVERecord?id=CVE-2024-26981

CVE-2024-26982

https://www.cve.org/CVERecord?id=CVE-2024-26982

CVE-2024-26983

https://www.cve.org/CVERecord?id=CVE-2024-26983

CVE-2024-26984

https://www.cve.org/CVERecord?id=CVE-2024-26984

CVE-2024-26985

https://www.cve.org/CVERecord?id=CVE-2024-26985

CVE-2024-26986

https://www.cve.org/CVERecord?id=CVE-2024-26986

CVE-2024-26987

https://www.cve.org/CVERecord?id=CVE-2024-26987

CVE-2024-26988

https://www.cve.org/CVERecord?id=CVE-2024-26988

CVE-2024-26989

https://www.cve.org/CVERecord?id=CVE-2024-26989

CVE-2024-26990

https://www.cve.org/CVERecord?id=CVE-2024-26990

CVE-2024-26991

https://www.cve.org/CVERecord?id=CVE-2024-26991

CVE-2024-26992

https://www.cve.org/CVERecord?id=CVE-2024-26992

CVE-2024-26993

https://www.cve.org/CVERecord?id=CVE-2024-26993

https://www.cve.org/CVERecord?id=CVE-2024-26981
https://www.cve.org/CVERecord?id=CVE-2024-26982
https://www.cve.org/CVERecord?id=CVE-2024-26983
https://www.cve.org/CVERecord?id=CVE-2024-26984
https://www.cve.org/CVERecord?id=CVE-2024-26985
https://www.cve.org/CVERecord?id=CVE-2024-26986
https://www.cve.org/CVERecord?id=CVE-2024-26987
https://www.cve.org/CVERecord?id=CVE-2024-26988
https://www.cve.org/CVERecord?id=CVE-2024-26989
https://www.cve.org/CVERecord?id=CVE-2024-26990
https://www.cve.org/CVERecord?id=CVE-2024-26991
https://www.cve.org/CVERecord?id=CVE-2024-26992
https://www.cve.org/CVERecord?id=CVE-2024-26993


CVE-2024-26994

https://www.cve.org/CVERecord?id=CVE-2024-26994

CVE-2024-26995

https://www.cve.org/CVERecord?id=CVE-2024-26995

CVE-2024-26996

https://www.cve.org/CVERecord?id=CVE-2024-26996

CVE-2024-26997

https://www.cve.org/CVERecord?id=CVE-2024-26997

CVE-2024-26998

https://www.cve.org/CVERecord?id=CVE-2024-26998

CVE-2024-26999

https://www.cve.org/CVERecord?id=CVE-2024-26999

CVE-2024-27000

https://www.cve.org/CVERecord?id=CVE-2024-27000

CVE-2024-27001

https://www.cve.org/CVERecord?id=CVE-2024-27001

CVE-2024-27002

https://www.cve.org/CVERecord?id=CVE-2024-27002

CVE-2024-27003

https://www.cve.org/CVERecord?id=CVE-2024-27003

CVE-2024-27004

https://www.cve.org/CVERecord?id=CVE-2024-27004

CVE-2024-27005

https://www.cve.org/CVERecord?id=CVE-2024-27005

CVE-2024-27006

https://www.cve.org/CVERecord?id=CVE-2024-26994
https://www.cve.org/CVERecord?id=CVE-2024-26995
https://www.cve.org/CVERecord?id=CVE-2024-26996
https://www.cve.org/CVERecord?id=CVE-2024-26997
https://www.cve.org/CVERecord?id=CVE-2024-26998
https://www.cve.org/CVERecord?id=CVE-2024-26999
https://www.cve.org/CVERecord?id=CVE-2024-27000
https://www.cve.org/CVERecord?id=CVE-2024-27001
https://www.cve.org/CVERecord?id=CVE-2024-27002
https://www.cve.org/CVERecord?id=CVE-2024-27003
https://www.cve.org/CVERecord?id=CVE-2024-27004
https://www.cve.org/CVERecord?id=CVE-2024-27005


https://www.cve.org/CVERecord?id=CVE-2024-27006

CVE-2024-27007

https://www.cve.org/CVERecord?id=CVE-2024-27007

CVE-2024-27008

https://www.cve.org/CVERecord?id=CVE-2024-27008

CVE-2024-27009

https://www.cve.org/CVERecord?id=CVE-2024-27009

CVE-2024-27010

https://www.cve.org/CVERecord?id=CVE-2024-27010

CVE-2024-27011

https://www.cve.org/CVERecord?id=CVE-2024-27011

CVE-2024-27012

https://www.cve.org/CVERecord?id=CVE-2024-27012

CVE-2024-27013

https://www.cve.org/CVERecord?id=CVE-2024-27013

CVE-2024-27014

https://www.cve.org/CVERecord?id=CVE-2024-27014

CVE-2024-27015

https://www.cve.org/CVERecord?id=CVE-2024-27015

CVE-2024-27016

https://www.cve.org/CVERecord?id=CVE-2024-27016

CVE-2024-27017

https://www.cve.org/CVERecord?id=CVE-2024-27017

CVE-2024-27018

https://www.cve.org/CVERecord?id=CVE-2024-27018

https://www.cve.org/CVERecord?id=CVE-2024-27006
https://www.cve.org/CVERecord?id=CVE-2024-27007
https://www.cve.org/CVERecord?id=CVE-2024-27008
https://www.cve.org/CVERecord?id=CVE-2024-27009
https://www.cve.org/CVERecord?id=CVE-2024-27010
https://www.cve.org/CVERecord?id=CVE-2024-27011
https://www.cve.org/CVERecord?id=CVE-2024-27012
https://www.cve.org/CVERecord?id=CVE-2024-27013
https://www.cve.org/CVERecord?id=CVE-2024-27014
https://www.cve.org/CVERecord?id=CVE-2024-27015
https://www.cve.org/CVERecord?id=CVE-2024-27016
https://www.cve.org/CVERecord?id=CVE-2024-27017
https://www.cve.org/CVERecord?id=CVE-2024-27018


CVE-2024-27019

https://www.cve.org/CVERecord?id=CVE-2024-27019

CVE-2024-27020

https://www.cve.org/CVERecord?id=CVE-2024-27020

CVE-2024-27021

https://www.cve.org/CVERecord?id=CVE-2024-27021

CVE-2024-27022

https://www.cve.org/CVERecord?id=CVE-2024-27022

CVE-2024-27024

https://www.cve.org/CVERecord?id=CVE-2024-27024

CVE-2024-27028

https://www.cve.org/CVERecord?id=CVE-2024-27028

CVE-2024-27030

https://www.cve.org/CVERecord?id=CVE-2024-27030

 CVE-2024-27038

https://www.cve.org/CVERecord?id=CVE-2024-27038

CVE-2024-27043

https://www.cve.org/CVERecord?id=CVE-2024-27043

CVE-2024-27044

https://www.cve.org/CVERecord?id=CVE-2024-27044

CVE-2024-27046

https://www.cve.org/CVERecord?id=CVE-2024-27046

CVE-2024-27053

https://www.cve.org/CVERecord?id=CVE-2024-27053

CVE-2024-27059

https://www.cve.org/CVERecord?id=CVE-2024-27019
https://www.cve.org/CVERecord?id=CVE-2024-27020
https://www.cve.org/CVERecord?id=CVE-2024-27021
https://www.cve.org/CVERecord?id=CVE-2024-27022
https://www.cve.org/CVERecord?id=CVE-2024-27024
https://www.cve.org/CVERecord?id=CVE-2024-27028
https://www.cve.org/CVERecord?id=CVE-2024-27030
https://www.cve.org/CVERecord?id=CVE-2024-27038
https://www.cve.org/CVERecord?id=CVE-2024-27043
https://www.cve.org/CVERecord?id=CVE-2024-27044
https://www.cve.org/CVERecord?id=CVE-2024-27046
https://www.cve.org/CVERecord?id=CVE-2024-27053


https://www.cve.org/CVERecord?id=CVE-2024-27059

CVE-2024-27065

https://www.cve.org/CVERecord?id=CVE-2024-27065

CVE-2024-27073

https://www.cve.org/CVERecord?id=CVE-2024-27073

CVE-2024-27074

https://www.cve.org/CVERecord?id=CVE-2024-27074

CVE-2024-27075

https://www.cve.org/CVERecord?id=CVE-2024-27075

CVE-2024-27076

https://www.cve.org/CVERecord?id=CVE-2024-27076

CVE-2024-27077

https://www.cve.org/CVERecord?id=CVE-2024-27077

CVE-2024-27078

https://www.cve.org/CVERecord?id=CVE-2024-27078

CVE-2024-27388

https://www.cve.org/CVERecord?id=CVE-2024-27388

CVE-2024-27393

https://www.cve.org/CVERecord?id=CVE-2024-27393

CVE-2024-27395

https://www.cve.org/CVERecord?id=CVE-2024-27395

CVE-2024-27396

https://www.cve.org/CVERecord?id=CVE-2024-27396

CVE-2024-27416

https://www.cve.org/CVERecord?id=CVE-2024-27416

https://www.cve.org/CVERecord?id=CVE-2024-27059
https://www.cve.org/CVERecord?id=CVE-2024-27065
https://www.cve.org/CVERecord?id=CVE-2024-27073
https://www.cve.org/CVERecord?id=CVE-2024-27074
https://www.cve.org/CVERecord?id=CVE-2024-27075
https://www.cve.org/CVERecord?id=CVE-2024-27076
https://www.cve.org/CVERecord?id=CVE-2024-27077
https://www.cve.org/CVERecord?id=CVE-2024-27078
https://www.cve.org/CVERecord?id=CVE-2024-27388
https://www.cve.org/CVERecord?id=CVE-2024-27393
https://www.cve.org/CVERecord?id=CVE-2024-27395
https://www.cve.org/CVERecord?id=CVE-2024-27396
https://www.cve.org/CVERecord?id=CVE-2024-27416


CVE-2024-27419

https://www.cve.org/CVERecord?id=CVE-2024-27419

CVE-2024-27436

https://www.cve.org/CVERecord?id=CVE-2024-27436

CVE-2024-27437

https://www.cve.org/CVERecord?id=CVE-2024-27437

CVE-2024-35785

https://www.cve.org/CVERecord?id=CVE-2024-35785

CVE-2024-35789

https://www.cve.org/CVERecord?id=CVE-2024-35789

CVE-2024-35791

https://www.cve.org/CVERecord?id=CVE-2024-35791

CVE-2024-35796

https://www.cve.org/CVERecord?id=CVE-2024-35796

CVE-2024-35804

https://www.cve.org/CVERecord?id=CVE-2024-35804

CVE-2024-35805

https://www.cve.org/CVERecord?id=CVE-2024-35805

CVE-2024-35806

https://www.cve.org/CVERecord?id=CVE-2024-35806

CVE-2024-35807

https://www.cve.org/CVERecord?id=CVE-2024-35807

CVE-2024-35809

https://www.cve.org/CVERecord?id=CVE-2024-35809

CVE-2024-35813

https://www.cve.org/CVERecord?id=CVE-2024-27419
https://www.cve.org/CVERecord?id=CVE-2024-27436
https://www.cve.org/CVERecord?id=CVE-2024-27437
https://www.cve.org/CVERecord?id=CVE-2024-35785
https://www.cve.org/CVERecord?id=CVE-2024-35789
https://www.cve.org/CVERecord?id=CVE-2024-35791
https://www.cve.org/CVERecord?id=CVE-2024-35796
https://www.cve.org/CVERecord?id=CVE-2024-35804
https://www.cve.org/CVERecord?id=CVE-2024-35805
https://www.cve.org/CVERecord?id=CVE-2024-35806
https://www.cve.org/CVERecord?id=CVE-2024-35807
https://www.cve.org/CVERecord?id=CVE-2024-35809


https://www.cve.org/CVERecord?id=CVE-2024-35813

CVE-2024-35815

https://www.cve.org/CVERecord?id=CVE-2024-35815

CVE-2024-35817

https://www.cve.org/CVERecord?id=CVE-2024-35817

CVE-2024-35819

https://www.cve.org/CVERecord?id=CVE-2024-35819

CVE-2024-35821

https://www.cve.org/CVERecord?id=CVE-2024-35821

CVE-2024-35822

https://www.cve.org/CVERecord?id=CVE-2024-35822

CVE-2024-35823

https://www.cve.org/CVERecord?id=CVE-2024-35823

CVE-2024-35825

https://www.cve.org/CVERecord?id=CVE-2024-35825

CVE-2024-35828

https://www.cve.org/CVERecord?id=CVE-2024-35828

CVE-2024-35830

https://www.cve.org/CVERecord?id=CVE-2024-35830

CVE-2024-35833

https://www.cve.org/CVERecord?id=CVE-2024-35833

CVE-2024-35847

https://www.cve.org/CVERecord?id=CVE-2024-35847

CVE-2024-35849
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