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SYSTEME AFFECTE :
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Red Hat CodeReady Linux Builder for ARM 64 - Extended Update Support
9.2 aarch64

Red Hat CodeReady Linux Builder for ARM 64 - Extended Update Support
9.4 aarch64

Red Hat CodeReady Linux Builder for ARM 64 9 aarch64

Red Hat CodeReady Linux Builder for IBM z Systems - Extended Update
Support 9.2 s390x

Red Hat CodeReady Linux Builder for IBM z Systems - Extended Update
Support 9.4 s390x

Red Hat CodeReady Linux Builder for IBM z Systems 9 s390x

Red Hat CodeReady Linux Builder for Power, little endian - Extended Update
Support 9.2 ppc64le

Red Hat CodeReady Linux Builder for Power, little endian - Extended Update
Support 9.4 ppc64le

Red Hat CodeReady Linux Builder for Power, little endian 9 ppc64le

Red Hat CodeReady Linux Builder for x86_64 - Extended Update Support
9.2 x86_64

Red Hat CodeReady Linux Builder for x86_64 - Extended Update Support
9.4 x86_64

Red Hat CodeReady Linux Builder for x86_64 9 x86_64

Red Hat Enterprise Linux for ARM 64 - 4 years of updates 9.2 aarch64

Red Hat Enterprise Linux for ARM 64 - 4 years of updates 9.4 aarch64

Red Hat Enterprise Linux for ARM 64 - Extended Update Support 9.2
aarch64

Red Hat Enterprise Linux for ARM 64 - Extended Update Support 9.4
aarch64

Red Hat Enterprise Linux for ARM 64 9 aarch64

Red Hat Enterprise Linux for IBM z Systems - 4 years of updates 9.4 s390x
Red Hat Enterprise Linux for IBM z Systems - Extended Update Support 9.2
s390x

Red Hat Enterprise Linux for IBM z Systems - Extended Update Support 9.4
s390x

Red Hat Enterprise Linux for IBM z Systems 9 s390x

Red Hat Enterprise Linux for Power, little endian - Extended Update Support
9.2 ppc64le

Red Hat Enterprise Linux for Power, little endian - Extended Update Support
9.4 ppc64le

Red Hat Enterprise Linux for Power, little endian 9 ppc64le

Red Hat Enterprise Linux for Real Time - Telecommunications Update
Service 8.4 x86_64

Red Hat Enterprise Linux for Real Time 8 x86_64

Red Hat Enterprise Linux for Real Time 9 x86_64

Red Hat Enterprise Linux for Real Time for NFV - Telecommunications
Update Service 8.4 x86_64

Red Hat Enterprise Linux for Real Time for NFV 8 x86_64

Red Hat Enterprise Linux for Real Time for NFV 9 x86_64

Red Hat Enterprise Linux for Real Time for NFV for x86_64 - 4 years of
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updates 9.2 x86_64

Red Hat Enterprise Linux for Real Time for NFV for x86_64 - 4 years of
updates 9.4 x86_64

Red Hat Enterprise Linux for Real Time for x86_64 - 4 years of updates 9.2
x86_64

Red Hat Enterprise Linux for Real Time for x86_64 - 4 years of updates 9.4
x86_64

Red Hat Enterprise Linux for Real Time for x86_64 - Extended Life Cycle
Support 7 x86_64

Red Hat Enterprise Linux for x86_64 - Extended Update Support 9.2 x86_64
Red Hat Enterprise Linux for x86_64 - Extended Update Support 9.4 x86_64
Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions
8.4 x86_64

Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions
8.6 x86_64

Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions
9.2 x86_64

Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions
9.4 x86_64

Red Hat Enterprise Linux for x86_64 9 x86_64

Red Hat Enterprise Linux Server - AUS 7.7 x86_64

Red Hat Enterprise Linux Server - AUS 8.4 x86_64

Red Hat Enterprise Linux Server - AUS 8.6 x86_64

Red Hat Enterprise Linux Server - AUS 9.2 x86_64

Red Hat Enterprise Linux Server - AUS 9.4 x86_64

Red Hat Enterprise Linux Server - Extended Life Cycle Support (for IBM z
Systems) 7 s390x

Red Hat Enterprise Linux Server - Extended Life Cycle Support 7 x86_64
Red Hat Enterprise Linux Server - Extended Life Cycle Support Extension
(for IBM z Systems) 6 s390x

Red Hat Enterprise Linux Server - Extended Life Cycle Support Extension 6
1386

Red Hat Enterprise Linux Server - Extended Life Cycle Support Extension 6
x86_64

Red Hat Enterprise Linux Server - Extended Life Cycle Support for IBM
Power, big endian 7 ppc64

Red Hat Enterprise Linux Server - Extended Life Cycle Support for IBM
Power, little endian 7 ppc64le

Red Hat Enterprise Linux Server - TUS 8.4 x86_64

Red Hat Enterprise Linux Server - TUS 8.4 x86_64

Red Hat Enterprise Linux Server - TUS 8.6 x86_64

Red Hat Enterprise Linux Server for Power LE - Update Services for SAP
Solutions 8.4 ppc64le

Red Hat Enterprise Linux Server for Power LE - Update Services for SAP
Solutions 8.6 ppc64le

Red Hat Enterprise Linux Server for Power LE - Update Services for SAP
Solutions 9.2 ppc64le

Red Hat Enterprise Linux Server for Power LE - Update Services for SAP
Solutions 9.4 ppc64le
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DESCRIPTION :

Plusieurs vulnérabilités ont été découvertes dans le noyau Linux de Red Hat.
Certaines de ces failles permettent a un attaquant d'exécuter du code arbitraire a
distance, d'obtenir une élévation de privileges et de compromettre la confidentialité

des données.

SOLUTION :

Mettre a jour le noyau Linux de Red Hat.(se référer a la documentation)
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DOCUMENTATION :
e Bulletin de sécurité Red Hat RHSA-2024:6744 du 18 septembre 2024

https://access.redhat.com/errata/RHSA-2024:6744

e Bulletin de sécurité Red Hat RHSA-2024:6745 du 18 septembre 2024

https://access.redhat.com/errata/RHSA-2024:6745

e Bulletin de sécurité Red Hat RHSA-2024:6753 du 18 septembre 2024

https://access.redhat.com/errata/RHSA-2024:6753

e Bulletin de sécurité Red Hat RHSA-2024:6994 du 24 septembre 2024

https://access.redhat.com/errata/RHSA-2024:6994

e Bulletin de sécurité Red Hat RHSA-2024:6995 du 24 septembre 2024

https://access.redhat.com/errata/RHSA-2024:6995

e Bulletin de sécurité Red Hat RHSA-2024:6997 du 24 septembre 2024

https://access.redhat.com/errata/RHSA-2024:6997

e Bulletin de sécurité Red Hat RHSA-2024:6998 du 24 septembre 2024

https://access.redhat.com/errata/RHSA-2024:6998

e Bulletin de sécurité Red Hat RHSA-2024:6999 du 24 septembre 2024

https://access.redhat.com/errata/RHSA-2024:6999

e Bulletin de sécurité Red Hat RHSA-2024:7001 du 24 septembre 2024

https://access.redhat.com/errata/RHSA-2024:7001

e Bulletin de sécurité Red Hat RHSA-2024:7002 du 24 septembre 2024

https://access.redhat.com/errata/RHSA-2024:7002

e Bulletin de sécurité Red Hat RHSA-2024:7003 du 24 septembre 2024

https://access.redhat.com/errata/RHSA-2024:7003

e Bulletin de sécurité Red Hat RHSA-2024:7004 du 24 septembre 2024

https://access.redhat.com/errata/RHSA-2024:7004
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https://access.redhat.com/errata/RHSA-2024:6744
https://access.redhat.com/errata/RHSA-2024:6745
https://access.redhat.com/errata/RHSA-2024:6753
https://access.redhat.com/errata/RHSA-2024:6994
https://access.redhat.com/errata/RHSA-2024:6995
https://access.redhat.com/errata/RHSA-2024:6997
https://access.redhat.com/errata/RHSA-2024:6998
https://access.redhat.com/errata/RHSA-2024:6999
https://access.redhat.com/errata/RHSA-2024:7001
https://access.redhat.com/errata/RHSA-2024:7002
https://access.redhat.com/errata/RHSA-2024:7003
https://access.redhat.com/errata/RHSA-2024:7004

e Bulletin de sécurité Red Hat RHSA-2024:7005 du 24 septembre 2024

https://access.redhat.com/errata/RHSA-2024:7005

T * Bulletin de sécurite Red Hat RHSA-2024:7227 du 26 septembre 2024
. : https://access.redhat.com/errata/RHSA-2024:7227
- e CVE-2021-46984
https://www.cve.org/CVERecord?id=CVE-2021-46984
. . . e CVE-2021-47097
https://www.cve.org/CVERecord?id=CVE-2021-47097
H H
. . e CVE-2021-47101
https://www.cve.org/CVERecord?id=CVE-2021-47101
s
- e CVE-2021-47287
https://www.cve.org/CVERecord?id=CVE-2021-47287
. . e CVE-2021-47289
https://www.cve.org/CVERecord?id=CVE-2021-47289
e CVE-2021-47321
https://www.cve.org/CVERecord?id=CVE-2021-47321
. e CVE-2021-47338
https://www.cve.org/CVERecord?id=CVE-2021-47338
. e CVE-2021-47352
- . https://www.cve.org/CVERecord?id=CVE-2021-47352
HE
. e CVE-2021-47383
- - I https://www.cve.org/CVERecord?id=CVE-2021-47383
EEi
- . l e CVE-2021-47384

l - I https://www.cve.org/CVERecord?id=CVE-2021-47384

e CVE-2021-47385
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https://access.redhat.com/errata/RHSA-2024:7005
https://access.redhat.com/errata/RHSA-2024:7227
https://www.cve.org/CVERecord?id=CVE-2021-46984
https://www.cve.org/CVERecord?id=CVE-2021-47097
https://www.cve.org/CVERecord?id=CVE-2021-47101
https://www.cve.org/CVERecord?id=CVE-2021-47287
https://www.cve.org/CVERecord?id=CVE-2021-47289
https://www.cve.org/CVERecord?id=CVE-2021-47321
https://www.cve.org/CVERecord?id=CVE-2021-47338
https://www.cve.org/CVERecord?id=CVE-2021-47352
https://www.cve.org/CVERecord?id=CVE-2021-47383
https://www.cve.org/CVERecord?id=CVE-2021-47384

https://www.cve.org/CVERecord?id=CVE-2021-47385

e CVE-2021-47386

https://www.cve.org/CVERecord?id=CVE-2021-47386

e CVE-2021-47393

https://www.cve.org/CVERecord?id=CVE-2021-47393

e CVE-2021-47412

https://www.cve.org/CVERecord?id=CVE-2021-47412

e CVE-2021-47432

https://www.cve.org/CVERecord?id=CVE-2021-47432

e CVE-2021-47441

https://www.cve.org/CVERecord?id=CVE-2021-47441

e CVE-2021-47455

https://www.cve.org/CVERecord?id=CVE-2021-47455

e CVE-2021-47466

https://www.cve.org/CVERecord?id=CVE-2021-47466

e CVE-2021-47492

https://www.cve.org/CVERecord?id=CVE-2021-47492

e CVE-2021-47497

https://www.cve.org/CVERecord?id=CVE-2021-47497

e CVE-2021-47527

https://www.cve.org/CVERecord?id=CVE-2021-47527

e CVE-2021-47560

https://www.cve.org/CVERecord?id=CVE-2021-47560

e CVE-2021-47582

https://www.cve.org/CVERecord?id=CVE-2021-47582
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https://www.cve.org/CVERecord?id=CVE-2021-47385
https://www.cve.org/CVERecord?id=CVE-2021-47386
https://www.cve.org/CVERecord?id=CVE-2021-47393
https://www.cve.org/CVERecord?id=CVE-2021-47412
https://www.cve.org/CVERecord?id=CVE-2021-47432
https://www.cve.org/CVERecord?id=CVE-2021-47441
https://www.cve.org/CVERecord?id=CVE-2021-47455
https://www.cve.org/CVERecord?id=CVE-2021-47466
https://www.cve.org/CVERecord?id=CVE-2021-47492
https://www.cve.org/CVERecord?id=CVE-2021-47497
https://www.cve.org/CVERecord?id=CVE-2021-47527
https://www.cve.org/CVERecord?id=CVE-2021-47560
https://www.cve.org/CVERecord?id=CVE-2021-47582

e CVE-2021-47609

https://www.cve.org/CVERecord?id=CVE-2021-47609

- . e CVE-2022-48619
. : https://www.cve.org/CVERecord?id=CVE-2022-48619
. e CVE-2022-48638
https://www.cve.org/CVERecord?id=CVE-2022-48638
. . . e CVE-2022-48686
https://www.cve.org/CVERecord?id=CVE-2022-48686
H H
. . e CVE-2022-48687
https://www.cve.org/CVERecord?id=CVE-2022-48687
s
- e CVE-2022-48754
https://www.cve.org/CVERecord?id=CVE-2022-48754
. . e CVE-2022-48760
https://www.cve.org/CVERecord?id=CVE-2022-48760
e CVE-2022-48804
https://www.cve.org/CVERecord?id=CVE-2022-48804
. e CVE-2022-48836
https://www.cve.org/CVERecord?id=CVE-2022-48836
. e CVE-2022-48866
- . https://www.cve.org/CVERecord?id=CVE-2022-48866
HE
. e CVE-2023-52439
- - I https://www.cve.org/CVERecord?id=CVE-2023-52439
EEi
- . I e CVE-2023-52470

l . I https://www.cve.org/CVERecord?id=CVE-2023-52470

e CVE-2023-52476
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https://www.cve.org/CVERecord?id=CVE-2021-47609
https://www.cve.org/CVERecord?id=CVE-2022-48619
https://www.cve.org/CVERecord?id=CVE-2022-48638
https://www.cve.org/CVERecord?id=CVE-2022-48686
https://www.cve.org/CVERecord?id=CVE-2022-48687
https://www.cve.org/CVERecord?id=CVE-2022-48754
https://www.cve.org/CVERecord?id=CVE-2022-48760
https://www.cve.org/CVERecord?id=CVE-2022-48804
https://www.cve.org/CVERecord?id=CVE-2022-48836
https://www.cve.org/CVERecord?id=CVE-2022-48866
https://www.cve.org/CVERecord?id=CVE-2023-52439
https://www.cve.org/CVERecord?id=CVE-2023-52470

https://www.cve.org/CVERecord?id=CVE-2023-52476

e CVE-2023-52478

https://www.cve.org/CVERecord?id=CVE-2023-52478

e CVE-2023-52522

https://www.cve.org/CVERecord?id=CVE-2023-52522

e CVE-2023-52605

https://www.cve.org/CVERecord?id=CVE-2023-52605

e CVE-2023-52683

https://www.cve.org/CVERecord?id=CVE-2023-52683

e CVE-2023-52817

https://www.cve.org/CVERecord?id=CVE-2023-52817

e CVE-2023-52840

https://www.cve.org/CVERecord?id=CVE-2023-52840

e CVE-2023-52880

https://www.cve.org/CVERecord?id=CVE-2023-52880

e CVE-2023-52884

https://www.cve.org/CVERecord?id=CVE-2023-52884

e CVE-2023-6040

https://www.cve.org/CVERecord?id=CVE-2023-6040

e CVE-2024-2201

https://www.cve.org/CVERecord?id=CVE-2024-2201

e CVE-2024-23848

https://www.cve.org/CVERecord?id=CVE-2024-23848

e CVE-2024-26595

https://www.cve.org/CVERecord?id=CVE-2024-26595
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https://www.cve.org/CVERecord?id=CVE-2023-52476
https://www.cve.org/CVERecord?id=CVE-2023-52478
https://www.cve.org/CVERecord?id=CVE-2023-52522
https://www.cve.org/CVERecord?id=CVE-2023-52605
https://www.cve.org/CVERecord?id=CVE-2023-52683
https://www.cve.org/CVERecord?id=CVE-2023-52817
https://www.cve.org/CVERecord?id=CVE-2023-52840
https://www.cve.org/CVERecord?id=CVE-2023-52880
https://www.cve.org/CVERecord?id=CVE-2023-52884
https://www.cve.org/CVERecord?id=CVE-2023-6040
https://www.cve.org/CVERecord?id=CVE-2024-2201
https://www.cve.org/CVERecord?id=CVE-2024-23848
https://www.cve.org/CVERecord?id=CVE-2024-26595

e CVE-2024-26645

https://www.cve.org/CVERecord?id=CVE-2024-26645

- . e CVE-2024-26649
. : https://www.cve.org/CVERecord?id=CVE-2024-26649
. e CVE-2024-26665
https://www.cve.org/CVERecord?id=CVE-2024-26665
. . . e CVE-2024-26686
https://www.cve.org/CVERecord?id=CVE-2024-26686
H H
. . e CVE-2024-26704
https://www.cve.org/CVERecord?id=CVE-2024-26704
s
- e CVE-2024-26717
https://www.cve.org/CVERecord?id=CVE-2024-26717
. . e CVE-2024-26720
https://www.cve.org/CVERecord?id=CVE-2024-26720
e CVE-2024-26739
https://www.cve.org/CVERecord?id=CVE-2024-26739
. e CVE-2024-26769
https://www.cve.org/CVERecord?id=CVE-2024-26769
. e CVE-2024-26772
- . https://www.cve.org/CVERecord?id=CVE-2024-26772
HE
. e CVE-2024-26773
- - I https://www.cve.org/CVERecord?id=CVE-2024-26773
EEi
- . I e CVE-2024-26855

l . I https://www.cve.org/CVERecord?id=CVE-2024-26855

e CVE-2024-26880
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https://www.cve.org/CVERecord?id=CVE-2024-26645
https://www.cve.org/CVERecord?id=CVE-2024-26649
https://www.cve.org/CVERecord?id=CVE-2024-26665
https://www.cve.org/CVERecord?id=CVE-2024-26686
https://www.cve.org/CVERecord?id=CVE-2024-26704
https://www.cve.org/CVERecord?id=CVE-2024-26717
https://www.cve.org/CVERecord?id=CVE-2024-26720
https://www.cve.org/CVERecord?id=CVE-2024-26739
https://www.cve.org/CVERecord?id=CVE-2024-26769
https://www.cve.org/CVERecord?id=CVE-2024-26772
https://www.cve.org/CVERecord?id=CVE-2024-26773
https://www.cve.org/CVERecord?id=CVE-2024-26855

https://www.cve.org/CVERecord?id=CVE-2024-26880

e CVE-2024-26886

https://www.cve.org/CVERecord?id=CVE-2024-26886

e CVE-2024-26894

https://www.cve.org/CVERecord?id=CVE-2024-26894

e CVE-2024-26908

https://www.cve.org/CVERecord?id=CVE-2024-26908

e CVE-2024-26923

https://www.cve.org/CVERecord?id=CVE-2024-26923

e CVE-2024-26929

https://www.cve.org/CVERecord?id=CVE-2024-26929

e CVE-2024-26930

https://www.cve.org/CVERecord?id=CVE-2024-26930

e CVE-2024-26931

https://www.cve.org/CVERecord?id=CVE-2024-26931

e CVE-2024-26939

https://www.cve.org/CVERecord?id=CVE-2024-26939

e CVE-2024-26947

https://www.cve.org/CVERecord?id=CVE-2024-26947

e CVE-2024-26974

https://www.cve.org/CVERecord?id=CVE-2024-26974

e CVE-2024-26991

https://www.cve.org/CVERecord?id=CVE-2024-26991

e CVE-2024-26993

https://www.cve.org/CVERecord?id=CVE-2024-26993
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https://www.cve.org/CVERecord?id=CVE-2024-26880
https://www.cve.org/CVERecord?id=CVE-2024-26886
https://www.cve.org/CVERecord?id=CVE-2024-26894
https://www.cve.org/CVERecord?id=CVE-2024-26908
https://www.cve.org/CVERecord?id=CVE-2024-26923
https://www.cve.org/CVERecord?id=CVE-2024-26929
https://www.cve.org/CVERecord?id=CVE-2024-26930
https://www.cve.org/CVERecord?id=CVE-2024-26931
https://www.cve.org/CVERecord?id=CVE-2024-26939
https://www.cve.org/CVERecord?id=CVE-2024-26947
https://www.cve.org/CVERecord?id=CVE-2024-26974
https://www.cve.org/CVERecord?id=CVE-2024-26991
https://www.cve.org/CVERecord?id=CVE-2024-26993

e CVE-2024-27013

https://www.cve.org/CVERecord?id=CVE-2024-27013

- . e CVE-2024-27019
. : https://www.cve.org/CVERecord?id=CVE-2024-27019
. e CVE-2024-27020
https://www.cve.org/CVERecord?id=CVE-2024-27020
. . . e CVE-2024-27022
https://www.cve.org/CVERecord?id=CVE-2024-27022
H H
. . e CVE-2024-27042
https://www.cve.org/CVERecord?id=CVE-2024-27042
s
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