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Djibouti le, 25-01-2025
BULLETIN ALERTES
Object Multiples vulnérabilités dans le noyau
Linux d'Ubuntu
Réference 1320
Date de Publication 2025-01-25
IMPACT :

e Atteinte a l'intégrité des données
¢ Atteinte a la confidentialité des données
e Contournement de la politique de sécurité

SYSTEME AFFECTE :

e Ubuntu 22.04 LTS
e Ubuntu 24.04 LTS

DESCRIPTION :

Plusieurs vulnérabilités ont été identifiees dans le noyau Linux d'Ubuntu, dont
certaines permettent & un attaquant de compromettre la confidentialité et I'intégrité
des données, ainsi que de contourner les politiques de sécurité.

SOLUTION :

Mettre a jour le noyau Linux d'Ubuntu. (se référer a la documentation)
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DOCUMENTATION :

e Bulletin de sécurité Ubuntu USN-7166-4 du 20 janvier 2025

https://ubuntucom/security/notices/USN-7166-4

e Bulletin de sécurité Ubuntu USN-7221-1 du 21 janvier 2025

https://ubuntucom/security/notices/USN-7221-1

e CVE-2023-52532

https://wwwcveorg/CVERecord?id=CVE-2023-52532

e CVE-2023-52621

https://wwwcveorg/CVERecord?id=CVE-2023-52621

e CVE-2023-52639

https://wwwcveorg/CVERecord?id=CVE-2023-52639

e CVE-2023-52904

https://wwwcveorg/CVERecord?id=CVE-2023-52904

e CVE-2023-52917

https://wwwcveorg/CVERecord?id=CVE-2023-52917

e CVE-2024-26947

https://wwwcveorg/CVERecord?id=CVE-2024-26947

e CVE-2024-27072

https://wwwcveorg/CVERecord?id=CVE-2024-27072

e CVE-2024-35904

https://wwwcveorg/CVERecord?id=CVE-2024-35904

e CVE-2024-35951

https://wwwcveorg/CVERecord?id=CVE-2024-35951

e CVE-2024-36893

https://wwwcveorg/CVERecord?id=CVE-2024-36893
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https://ubuntu.com/security/notices/USN-7166-4
https://ubuntu.com/security/notices/USN-7221-1
https://www.cve.org/CVERecord?id=CVE-2023-52532
https://www.cve.org/CVERecord?id=CVE-2023-52621
https://www.cve.org/CVERecord?id=CVE-2023-52639
https://www.cve.org/CVERecord?id=CVE-2023-52904
https://www.cve.org/CVERecord?id=CVE-2023-52917
https://www.cve.org/CVERecord?id=CVE-2024-26947
https://www.cve.org/CVERecord?id=CVE-2024-27072
https://www.cve.org/CVERecord?id=CVE-2024-35904
https://www.cve.org/CVERecord?id=CVE-2024-35951
https://www.cve.org/CVERecord?id=CVE-2024-36893

e CVE-2024-36968

https://wwwcveorg/CVERecord?id=CVE-2024-36968

- . e CVE-2024-38538
. : https://wwwcveorg/CVERecord?id=CVE-2024-38538
. e CVE-2024-38544
https://wwwcveorg/CVERecord?id=CVE-2024-38544
. . . e CVE-2024-38545
https://wwwcveorg/CVERecord?id=CVE-2024-38545
H H
. . e CVE-2024-38632
https://wwwcveorg/CVERecord?id=CVE-2024-38632
s
- e CVE-2024-38667
https://wwwcveorg/CVERecord?id=CVE-2024-38667
. . e CVE-2024-39463
https://wwwcveorg/CVERecord?id=CVE-2024-39463
e CVE-2024-41016
https://wwwcveorg/CVERecord?id=CVE-2024-41016
. e CVE-2024-42079
https://wwwcveorg/CVERecord?id=CVE-2024-42079
. e CVE-2024-42156
- . https://wwwcveorg/CVERecord?id=CVE-2024-42156
HE
. e CVE-2024-42158
- - I https://wwwcveorg/CVERecord?id=CVE-2024-42158
EEi
- . I e CVE-2024-44931

l . I https://wwwcveorg/CVERecord?id=CVE-2024-44931

e CVE-2024-44940
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https://www.cve.org/CVERecord?id=CVE-2024-38544
https://www.cve.org/CVERecord?id=CVE-2024-38545
https://www.cve.org/CVERecord?id=CVE-2024-38632
https://www.cve.org/CVERecord?id=CVE-2024-38667
https://www.cve.org/CVERecord?id=CVE-2024-39463
https://www.cve.org/CVERecord?id=CVE-2024-41016
https://www.cve.org/CVERecord?id=CVE-2024-42079
https://www.cve.org/CVERecord?id=CVE-2024-42156
https://www.cve.org/CVERecord?id=CVE-2024-42158
https://www.cve.org/CVERecord?id=CVE-2024-44931

https://wwwcveorg/CVERecord?id=CVE-2024-44940

e CVE-2024-44942

https://wwwcveorg/CVERecord?id=CVE-2024-44942

e CVE-2024-46695

https://wwwcveorg/CVERecord?id=CVE-2024-46695

e CVE-2024-46849

https://wwwcveorg/CVERecord?id=CVE-2024-46849

e CVE-2024-46852

https://wwwcveorg/CVERecord?id=CVE-2024-46852

e CVE-2024-46853

https://wwwcveorg/CVERecord?id=CVE-2024-46853

e CVE-2024-46854

https://wwwcveorg/CVERecord?id=CVE-2024-46854

e CVE-2024-46855

https://wwwcveorg/CVERecord?id=CVE-2024-46855

e CVE-2024-46858

https://wwwcveorg/CVERecord?id=CVE-2024-46858

e CVE-2024-46859

https://wwwcveorg/CVERecord?id=CVE-2024-46859

e CVE-2024-46865

https://wwwcveorg/CVERecord?id=CVE-2024-46865

e CVE-2024-47670

https://wwwcveorg/CVERecord?id=CVE-2024-47670

e CVE-2024-47671

https://wwwcveorg/CVERecord?id=CVE-2024-47671
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https://www.cve.org/CVERecord?id=CVE-2024-44940
https://www.cve.org/CVERecord?id=CVE-2024-44942
https://www.cve.org/CVERecord?id=CVE-2024-46695
https://www.cve.org/CVERecord?id=CVE-2024-46849
https://www.cve.org/CVERecord?id=CVE-2024-46852
https://www.cve.org/CVERecord?id=CVE-2024-46853
https://www.cve.org/CVERecord?id=CVE-2024-46854
https://www.cve.org/CVERecord?id=CVE-2024-46855
https://www.cve.org/CVERecord?id=CVE-2024-46858
https://www.cve.org/CVERecord?id=CVE-2024-46859
https://www.cve.org/CVERecord?id=CVE-2024-46865
https://www.cve.org/CVERecord?id=CVE-2024-47670
https://www.cve.org/CVERecord?id=CVE-2024-47671

e CVE-2024-47672

https://wwwcveorg/CVERecord?id=CVE-2024-47672

- . e CVE-2024-47673
. : https://wwwcveorg/CVERecord?id=CVE-2024-47673
. e CVE-2024-47674
https://wwwcveorg/CVERecord?id=CVE-2024-47674
- . . e CVE-2024-47679
https://wwwcveorg/CVERecord?id=CVE-2024-47679
H H
. . e CVE-2024-47684
https://wwwcveorg/CVERecord?id=CVE-2024-47684
EE E
- e CVE-2024-47685
https://wwwcveorg/CVERecord?id=CVE-2024-47685
. . e CVE-2024-47690
https://wwwcveorg/CVERecord?id=CVE-2024-47690
e CVE-2024-47692
https://wwwcveorg/CVERecord?id=CVE-2024-47692
. e CVE-2024-47693
https://wwwcveorg/CVERecord?id=CVE-2024-47693
. e CVE-2024-47695
- . https://wwwcveorg/CVERecord?id=CVE-2024-47695
HE
. e CVE-2024-47696
- - I https://wwwcveorg/CVERecord?id=CVE-2024-47696
EEi
- . . e CVE-2024-47697

I . I https://wwwcveorg/CVERecord?id=CVE-2024-47697

e CVE-2024-47698
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https://www.cve.org/CVERecord?id=CVE-2024-47672
https://www.cve.org/CVERecord?id=CVE-2024-47673
https://www.cve.org/CVERecord?id=CVE-2024-47674
https://www.cve.org/CVERecord?id=CVE-2024-47679
https://www.cve.org/CVERecord?id=CVE-2024-47684
https://www.cve.org/CVERecord?id=CVE-2024-47685
https://www.cve.org/CVERecord?id=CVE-2024-47690
https://www.cve.org/CVERecord?id=CVE-2024-47692
https://www.cve.org/CVERecord?id=CVE-2024-47693
https://www.cve.org/CVERecord?id=CVE-2024-47695
https://www.cve.org/CVERecord?id=CVE-2024-47696
https://www.cve.org/CVERecord?id=CVE-2024-47697

https://wwwcveorg/CVERecord?id=CVE-2024-47698

e CVE-2024-47699

https://wwwcveorg/CVERecord?id=CVE-2024-47699

e CVE-2024-47701

https://wwwcveorg/CVERecord?id=CVE-2024-47701

e CVE-2024-47705

https://wwwcveorg/CVERecord?id=CVE-2024-47705

e CVE-2024-47706

https://wwwcveorg/CVERecord?id=CVE-2024-47706

e CVE-2024-47709

https://wwwcveorg/CVERecord?id=CVE-2024-47709

e CVE-2024-47710

https://wwwcveorg/CVERecord?id=CVE-2024-47710

e CVE-2024-47712

https://wwwcveorg/CVERecord?id=CVE-2024-47712

e CVE-2024-47713

https://wwwcveorg/CVERecord?id=CVE-2024-47713

e CVE-2024-47718

https://wwwcveorg/CVERecord?id=CVE-2024-47718

e CVE-2024-47720

https://wwwcveorg/CVERecord?id=CVE-2024-47720

e CVE-2024-47723

https://wwwcveorg/CVERecord?id=CVE-2024-47723

e CVE-2024-47734

https://wwwcveorg/CVERecord?id=CVE-2024-47734
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https://www.cve.org/CVERecord?id=CVE-2024-47698
https://www.cve.org/CVERecord?id=CVE-2024-47699
https://www.cve.org/CVERecord?id=CVE-2024-47701
https://www.cve.org/CVERecord?id=CVE-2024-47705
https://www.cve.org/CVERecord?id=CVE-2024-47706
https://www.cve.org/CVERecord?id=CVE-2024-47709
https://www.cve.org/CVERecord?id=CVE-2024-47710
https://www.cve.org/CVERecord?id=CVE-2024-47712
https://www.cve.org/CVERecord?id=CVE-2024-47713
https://www.cve.org/CVERecord?id=CVE-2024-47718
https://www.cve.org/CVERecord?id=CVE-2024-47720
https://www.cve.org/CVERecord?id=CVE-2024-47723
https://www.cve.org/CVERecord?id=CVE-2024-47734

e CVE-2024-47735

https://wwwcveorg/CVERecord?id=CVE-2024-47735

- . e CVE-2024-47737
. : https://wwwcveorg/CVERecord?id=CVE-2024-47737
. e CVE-2024-47739
https://wwwcveorg/CVERecord?id=CVE-2024-47739
- . . e CVE-2024-47740
https://wwwcveorg/CVERecord?id=CVE-2024-47740
H H
. . e CVE-2024-47742
https://wwwcveorg/CVERecord?id=CVE-2024-47742
EE E
- e CVE-2024-47747
https://wwwcveorg/CVERecord?id=CVE-2024-47747
. . e CVE-2024-47748
https://wwwcveorg/CVERecord?id=CVE-2024-47748
e CVE-2024-47749
https://wwwcveorg/CVERecord?id=CVE-2024-47749
. e CVE-2024-47756
https://wwwcveorg/CVERecord?id=CVE-2024-47756
. e CVE-2024-47757
- . https://wwwcveorg/CVERecord?id=CVE-2024-47757
HE
. e CVE-2024-49851
- - I https://wwwcveorg/CVERecord?id=CVE-2024-49851
EEi
- . . e CVE-2024-49852

I . I https://wwwcveorg/CVERecord?id=CVE-2024-49852

e CVE-2024-49856
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https://www.cve.org/CVERecord?id=CVE-2024-47737
https://www.cve.org/CVERecord?id=CVE-2024-47739
https://www.cve.org/CVERecord?id=CVE-2024-47740
https://www.cve.org/CVERecord?id=CVE-2024-47742
https://www.cve.org/CVERecord?id=CVE-2024-47747
https://www.cve.org/CVERecord?id=CVE-2024-47748
https://www.cve.org/CVERecord?id=CVE-2024-47749
https://www.cve.org/CVERecord?id=CVE-2024-47756
https://www.cve.org/CVERecord?id=CVE-2024-47757
https://www.cve.org/CVERecord?id=CVE-2024-49851
https://www.cve.org/CVERecord?id=CVE-2024-49852

https://wwwcveorg/CVERecord?id=CVE-2024-49856

e CVE-2024-49858

https://wwwcveorg/CVERecord?id=CVE-2024-49858

e CVE-2024-49860

https://wwwcveorg/CVERecord?id=CVE-2024-49860

e CVE-2024-49863

https://wwwcveorg/CVERecord?id=CVE-2024-49863

e CVE-2024-49866

https://wwwcveorg/CVERecord?id=CVE-2024-49866

e CVE-2024-49867

https://wwwcveorg/CVERecord?id=CVE-2024-49867

e CVE-2024-49868

https://wwwcveorg/CVERecord?id=CVE-2024-49868

e CVE-2024-49871

https://wwwcveorg/CVERecord?id=CVE-2024-49871

e CVE-2024-49875

https://wwwcveorg/CVERecord?id=CVE-2024-49875

e CVE-2024-49877

https://wwwcveorg/CVERecord?id=CVE-2024-49877

e CVE-2024-49878

https://wwwcveorg/CVERecord?id=CVE-2024-49878

e CVE-2024-49879

https://wwwcveorg/CVERecord?id=CVE-2024-49879

e CVE-2024-49881

https://wwwcveorg/CVERecord?id=CVE-2024-49881
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https://www.cve.org/CVERecord?id=CVE-2024-49856
https://www.cve.org/CVERecord?id=CVE-2024-49858
https://www.cve.org/CVERecord?id=CVE-2024-49860
https://www.cve.org/CVERecord?id=CVE-2024-49863
https://www.cve.org/CVERecord?id=CVE-2024-49866
https://www.cve.org/CVERecord?id=CVE-2024-49867
https://www.cve.org/CVERecord?id=CVE-2024-49868
https://www.cve.org/CVERecord?id=CVE-2024-49871
https://www.cve.org/CVERecord?id=CVE-2024-49875
https://www.cve.org/CVERecord?id=CVE-2024-49877
https://www.cve.org/CVERecord?id=CVE-2024-49878
https://www.cve.org/CVERecord?id=CVE-2024-49879
https://www.cve.org/CVERecord?id=CVE-2024-49881

e CVE-2024-49882

https://wwwcveorg/CVERecord?id=CVE-2024-49882

- . e CVE-2024-49883
. : https://wwwcveorg/CVERecord?id=CVE-2024-49883
. e CVE-2024-49884
https://wwwcveorg/CVERecord?id=CVE-2024-49884
. . . e CVE-2024-49886
https://wwwcveorg/CVERecord?id=CVE-2024-49886
HEA
. . e CVE-2024-49889
https://wwwcveorg/CVERecord?id=CVE-2024-49889
s
- e CVE-2024-49890
https://wwwcveorg/CVERecord?id=CVE-2024-49890
. . e CVE-2024-49892
https://wwwcveorg/CVERecord?id=CVE-2024-49892
e CVE-2024-49894
https://wwwcveorg/CVERecord?id=CVE-2024-49894
. e CVE-2024-49895
https://wwwcveorg/CVERecord?id=CVE-2024-49895
. e CVE-2024-49896
- . https://wwwcveorg/CVERecord?id=CVE-2024-49896
HE
. e CVE-2024-49900
- - I https://wwwcveorg/CVERecord?id=CVE-2024-49900
EEi
- . I e CVE-2024-49902

l . I https://wwwcveorg/CVERecord?id=CVE-2024-49902

e CVE-2024-49903
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https://www.cve.org/CVERecord?id=CVE-2024-49882
https://www.cve.org/CVERecord?id=CVE-2024-49883
https://www.cve.org/CVERecord?id=CVE-2024-49884
https://www.cve.org/CVERecord?id=CVE-2024-49886
https://www.cve.org/CVERecord?id=CVE-2024-49889
https://www.cve.org/CVERecord?id=CVE-2024-49890
https://www.cve.org/CVERecord?id=CVE-2024-49892
https://www.cve.org/CVERecord?id=CVE-2024-49894
https://www.cve.org/CVERecord?id=CVE-2024-49895
https://www.cve.org/CVERecord?id=CVE-2024-49896
https://www.cve.org/CVERecord?id=CVE-2024-49900
https://www.cve.org/CVERecord?id=CVE-2024-49902

https://wwwcveorg/CVERecord?id=CVE-2024-49903

e CVE-2024-49913

https://wwwcveorg/CVERecord?id=CVE-2024-49913

e CVE-2024-49924

https://wwwcveorg/CVERecord?id=CVE-2024-49924

e CVE-2024-49927

https://wwwcveorg/CVERecord?id=CVE-2024-49927

e CVE-2024-49930

https://wwwcveorg/CVERecord?id=CVE-2024-49930

e CVE-2024-49933

https://wwwcveorg/CVERecord?id=CVE-2024-49933

e CVE-2024-49935

https://wwwcveorg/CVERecord?id=CVE-2024-49935

e CVE-2024-49936

https://wwwcveorg/CVERecord?id=CVE-2024-49936

e CVE-2024-49938

https://wwwcveorg/CVERecord?id=CVE-2024-49938

e CVE-2024-49944

https://wwwcveorg/CVERecord?id=CVE-2024-49944

e CVE-2024-49946

https://wwwcveorg/CVERecord?id=CVE-2024-49946

e CVE-2024-49948

https://wwwcveorg/CVERecord?id=CVE-2024-49948

e CVE-2024-49949

https://wwwcveorg/CVERecord?id=CVE-2024-49949
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https://www.cve.org/CVERecord?id=CVE-2024-49903
https://www.cve.org/CVERecord?id=CVE-2024-49913
https://www.cve.org/CVERecord?id=CVE-2024-49924
https://www.cve.org/CVERecord?id=CVE-2024-49927
https://www.cve.org/CVERecord?id=CVE-2024-49930
https://www.cve.org/CVERecord?id=CVE-2024-49933
https://www.cve.org/CVERecord?id=CVE-2024-49935
https://www.cve.org/CVERecord?id=CVE-2024-49936
https://www.cve.org/CVERecord?id=CVE-2024-49938
https://www.cve.org/CVERecord?id=CVE-2024-49944
https://www.cve.org/CVERecord?id=CVE-2024-49946
https://www.cve.org/CVERecord?id=CVE-2024-49948
https://www.cve.org/CVERecord?id=CVE-2024-49949

e CVE-2024-49952

https://wwwcveorg/CVERecord?id=CVE-2024-49952

- . e CVE-2024-49954
. : https://wwwcveorg/CVERecord?id=CVE-2024-49954
. e CVE-2024-49955
https://wwwcveorg/CVERecord?id=CVE-2024-49955
. . . e CVE-2024-49957
https://wwwcveorg/CVERecord?id=CVE-2024-49957
HEA
. . e CVE-2024-49958
https://wwwcveorg/CVERecord?id=CVE-2024-49958
s
- e CVE-2024-49959
https://wwwcveorg/CVERecord?id=CVE-2024-49959
. . e CVE-2024-49962
https://wwwcveorg/CVERecord?id=CVE-2024-49962
e CVE-2024-49963
https://wwwcveorg/CVERecord?id=CVE-2024-49963
. e CVE-2024-49965
https://wwwcveorg/CVERecord?id=CVE-2024-49965
. e CVE-2024-49966
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