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IMPACT :

¢ Atteinte a la confidentialité des données

e Contournement de la politique de sécurité
e Déni de service a distance

e Exécution de code arbitraire

SYSTEME AFFECTE :

e Ubuntu 14.04 ESM
Ubuntu 16.04 ESM
Ubuntu 18.04 ESM
Ubuntu 20.04 LTS
Ubuntu 22.04 LTS
Ubuntu 24.04 LTS

DESCRIPTION :

Multiples vulnérabilités ont été découvertes dans le noyau Linux d'Ubuntu. Certaines
d'entre elles permettent & un attaquant de provoquer une exécution de code
arbitraire, un déni de service a distance et une atteinte a la confidentialité des
données.
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SOLUTION :

Mettre a jour le noyau Linux d'Ubuntu.( se référer a la documentation)

DOCUMENTATION :

e Bulletin de sécurité Ubuntu USN-6951-3 du 19 ao(t 2024

https://ubuntu.com/security/notices/USN-6951-3

¢ Bulletin de sécurité Ubuntu USN-6950-4 du 21 ao(t 2024

https://ubuntu.com/security/notices/USN-6950-4

¢ Bulletin de sécurité Ubuntu USN-6951-4 du 21 ao(t 2024

https://ubuntu.com/security/notices/USN-6951-4

e Bulletin de sécurité Ubuntu USN-6971-1 du 21 ao(t 2024

https://ubuntu.com/security/notices/USN-6971-1

¢ Bulletin de sécurité Ubuntu USN-6972-1 du 21 ao(t 2024

https://ubuntu.com/security/notices/USN-6972-1

¢ Bulletin de sécurité Ubuntu USN-6973-1 du 21 ao(t 2024

https://ubuntu.com/security/notices/USN-6973-1

¢ Bulletin de sécurité Ubuntu USN-6974-1 du 21 ao(t 2024

https://ubuntu.com/security/notices/USN-6974-1

¢ Bulletin de sécurité Ubuntu USN-6975-1 du 21 ao(t 2024

https://ubuntu.com/security/notices/USN-6975-1

¢ Bulletin de sécurité Ubuntu USN-6972-2 du 22 ao(t 2024

https://ubuntu.com/security/notices/USN-6972-2

¢ Bulletin de sécurité Ubuntu USN-6979-1 du 22 ao(t 2024

https://ubuntu.com/security/notices/USN-6979-1

e CVE-2021-37159
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https://www.cve.org/CVERecord?id=CVE-2021-37159

e CVE-2021-46904

https://www.cve.org/CVERecord?id=CVE-2021-46904

e CVE-2021-46926

https://www.cve.org/CVERecord?id=CVE-2021-46926

e CVE-2021-47131

https://www.cve.org/CVERecord?id=CVE-2021-47131

e CVE-2022-48655

https://www.cve.org/CVERecord?id=CVE-2022-48655

e CVE-2022-48674

https://www.cve.org/CVERecord?id=CVE-2022-48674

e CVE-2022-48772

https://www.cve.org/CVERecord?id=CVE-2022-48772

e CVE-2023-52434

https://www.cve.org/CVERecord?id=CVE-2023-52434

e CVE-2023-52470

https://www.cve.org/CVERecord?id=CVE-2023-52470

e CVE-2023-52585

https://www.cve.org/CVERecord?id=CVE-2023-52585

e CVE-2023-52629

https://www.cve.org/CVERecord?id=CVE-2023-52629

e CVE-2023-52644

https://www.cve.org/CVERecord?id=CVE-2023-52644

e CVE-2023-52752

https://www.cve.org/CVERecord?id=CVE-2023-52752
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e CVE-2023-52760

https://lwww.cve.org/CVERecord?id=CVE-2023-52760

e CVE-2023-52806

https://www.cve.org/CVERecord?id=CVE-2023-52806

e CVE-2023-52882

https://www.cve.org/CVERecord?id=CVE-2023-52882

e CVE-2024-22099

https://www.cve.org/CVERecord?id=CVE-2024-22099

e CVE-2024-24860

https://www.cve.org/CVERecord?id=CVE-2024-24860

e CVE-2024-26583

https://www.cve.org/CVERecord?id=CVE-2024-26583

e CVE-2024-26584

https://www.cve.org/CVERecord?id=CVE-2024-26584

e CVE-2024-26585

https://www.cve.org/CVERecord?id=CVE-2024-26585

e CVE-2024-26600

https://www.cve.org/CVERecord?id=CVE-2024-26600

e CVE-2024-26654

https://www.cve.org/CVERecord?id=CVE-2024-26654

e CVE-2024-26679

https://www.cve.org/CVERecord?id=CVE-2024-26679

e CVE-2024-26680

https://lwww.cve.org/CVERecord?id=CVE-2024-26680

e CVE-2024-26687
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https://www.cve.org/CVERecord?id=CVE-2024-26687

e CVE-2024-26830

https://www.cve.org/CVERecord?id=CVE-2024-26830

e CVE-2024-26886

https://www.cve.org/CVERecord?id=CVE-2024-26886

e CVE-2024-26900

https://lwww.cve.org/CVERecord?id=CVE-2024-26900

e Réference CVE CVE-2024-26903

https://www.cve.org/CVERecord?id=CVE-2024-26903

e CVE-2024-26907

https://www.cve.org/CVERecord?id=CVE-2024-26907

e CVE-2024-26921

https://www.cve.org/CVERecord?id=CVE-2024-26921

e CVE-2024-26929

https://www.cve.org/CVERecord?id=CVE-2024-26929

e CVE-2024-26936

https://www.cve.org/CVERecord?id=CVE-2024-26936

e CVE-2024-26980

https://lwww.cve.org/CVERecord?id=CVE-2024-26980

e CVE-2024-27019

https://www.cve.org/CVERecord?id=CVE-2024-27019

e CVE-2024-27398

https://www.cve.org/CVERecord?id=CVE-2024-27398

e CVE-2024-27399

https://www.cve.org/CVERecord?id=CVE-2024-27399
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e CVE-2024-27401

https://www.cve.org/CVERecord?id=CVE-2024-27401

e CVE-2024-31076

https://www.cve.org/CVERecord?id=CVE-2024-31076

e CVE-2024-33621

https://www.cve.org/CVERecord?id=CVE-2024-33621

e CVE-2024-35835

https://www.cve.org/CVERecord?id=CVE-2024-35835

e CVE-2024-35848

https://www.cve.org/CVERecord?id=CVE-2024-35848

e CVE-2024-35947

https://www.cve.org/CVERecord?id=CVE-2024-35947

e CVE-2024-35955

https://www.cve.org/CVERecord?id=CVE-2024-35955

e CVE-2024-35976

https://www.cve.org/CVERecord?id=CVE-2024-35976

e CVE-2024-36014

https://www.cve.org/CVERecord?id=CVE-2024-36014

e CVE-2024-36015

https://www.cve.org/CVERecord?id=CVE-2024-36015

e CVE-2024-36016

https://www.cve.org/CVERecord?id=CVE-2024-36016

e CVE-2024-36017

https://www.cve.org/CVERecord?id=CVE-2024-36017

e CVE-2024-36031
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https://www.cve.org/CVERecord?id=CVE-2024-36031

e CVE-2024-36270

https://www.cve.org/CVERecord?id=CVE-2024-36270

e CVE-2024-36286

https://www.cve.org/CVERecord?id=CVE-2024-36286

e CVE-2024-36880

https://lwww.cve.org/CVERecord?id=CVE-2024-36880

e CVE-2024-36883

https://www.cve.org/CVERecord?id=CVE-2024-36883

e CVE-2024-36886

https://www.cve.org/CVERecord?id=CVE-2024-36886

e CVE-2024-36889

https://www.cve.org/CVERecord?id=CVE-2024-36889

e CVE-2024-36901

https://www.cve.org/CVERecord?id=CVE-2024-36901

e CVE-2024-36902

https://www.cve.org/CVERecord?id=CVE-2024-36902

e CVE-2024-36904

https://www.cve.org/CVERecord?id=CVE-2024-36904

e CVE-2024-36905

https://www.cve.org/CVERecord?id=CVE-2024-36905

e CVE-2024-36906

https://www.cve.org/CVERecord?id=CVE-2024-36906

e CVE-2024-36916

https://www.cve.org/CVERecord?id=CVE-2024-36916
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e CVE-2024-36919

https://www.cve.org/CVERecord?id=CVE-2024-36919

e CVE-2024-36928

https://www.cve.org/CVERecord?id=CVE-2024-36928

e CVE-2024-36929

https://www.cve.org/CVERecord?id=CVE-2024-36929

e CVE-2024-36931

https://www.cve.org/CVERecord?id=CVE-2024-36931

e CVE-2024-36933

https://www.cve.org/CVERecord?id=CVE-2024-36933

e CVE-2024-36934

https://lwww.cve.org/CVERecord?id=CVE-2024-36934

e CVE-2024-36937

https://www.cve.org/CVERecord?id=CVE-2024-36937

e CVE-2024-36938

https://www.cve.org/CVERecord?id=CVE-2024-36938

e CVE-2024-36939

https://www.cve.org/CVERecord?id=CVE-2024-36939

e CVE-2024-36940

https://www.cve.org/CVERecord?id=CVE-2024-36940

e CVE-2024-36941

https://www.cve.org/CVERecord?id=CVE-2024-36941

e CVE-2024-36944

https://www.cve.org/CVERecord?id=CVE-2024-36944

e CVE-2024-36946


https://www.cve.org/CVERecord?id=CVE-2024-36919
https://www.cve.org/CVERecord?id=CVE-2024-36928
https://www.cve.org/CVERecord?id=CVE-2024-36929
https://www.cve.org/CVERecord?id=CVE-2024-36931
https://www.cve.org/CVERecord?id=CVE-2024-36933
https://www.cve.org/CVERecord?id=CVE-2024-36934
https://www.cve.org/CVERecord?id=CVE-2024-36937
https://www.cve.org/CVERecord?id=CVE-2024-36938
https://www.cve.org/CVERecord?id=CVE-2024-36939
https://www.cve.org/CVERecord?id=CVE-2024-36940
https://www.cve.org/CVERecord?id=CVE-2024-36941
https://www.cve.org/CVERecord?id=CVE-2024-36944

https://www.cve.org/CVERecord?id=CVE-2024-36946

e CVE-2024-36947

https://www.cve.org/CVERecord?id=CVE-2024-36947

e CVE-2024-36950

https://lwww.cve.org/CVERecord?id=CVE-2024-36950

e CVE-2024-36952

https://www.cve.org/CVERecord?id=CVE-2024-36952

¢ CVE-2024-36953

https://www.cve.org/CVERecord?id=CVE-2024-36953

e CVE-2024-36954

https://www.cve.org/CVERecord?id=CVE-2024-36954

e CVE-2024-36955

https://www.cve.org/CVERecord?id=CVE-2024-36955

CVE-2024-36957

https://www.cve.org/CVERecord?id=CVE-2024-36957

e CVE-2024-36959

https://www.cve.org/CVERecord?id=CVE-2024-36959

e CVE-2024-36960

https://lwww.cve.org/CVERecord?id=CVE-2024-36960

e CVE-2024-36964

https://www.cve.org/CVERecord?id=CVE-2024-36964

e CVE-2024-36965

https://www.cve.org/CVERecord?id=CVE-2024-36965

e CVE-2024-36967

https://www.cve.org/CVERecord?id=CVE-2024-36967
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e CVE-2024-36969

https://www.cve.org/CVERecord?id=CVE-2024-36969

e CVE-2024-36971

https://www.cve.org/CVERecord?id=CVE-2024-36971

e CVE-2024-36975

https://www.cve.org/CVERecord?id=CVE-2024-36975

e CVE-2024-37353

https://www.cve.org/CVERecord?id=CVE-2024-37353

e CVE-2024-37356

https://www.cve.org/CVERecord?id=CVE-2024-37356

e CVE-2024-38381

https://www.cve.org/CVERecord?id=CVE-2024-38381

e CVE-2024-38549

https://www.cve.org/CVERecord?id=CVE-2024-38549

e CVE-2024-38552

https://www.cve.org/CVERecord?id=CVE-2024-38552

e CVE-2024-38558

https://www.cve.org/CVERecord?id=CVE-2024-38558

e CVE-2024-38559

https://www.cve.org/CVERecord?id=CVE-2024-38559

e CVE-2024-38560

https://www.cve.org/CVERecord?id=CVE-2024-38560

e CVE-2024-38565

https://www.cve.org/CVERecord?id=CVE-2024-38565

e CVE-2024-38567
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e CVE-2024-38578

https://www.cve.org/CVERecord?id=CVE-2024-38578

e CVE-2024-38579

https://www.cve.org/CVERecord?id=CVE-2024-38579

e CVE-2024-38582

https://www.cve.org/CVERecord?id=CVE-2024-38582

e CVE-2024-38583

https://www.cve.org/CVERecord?id=CVE-2024-38583

e CVE-2024-38587

https://www.cve.org/CVERecord?id=CVE-2024-38587

e CVE-2024-38589

https://www.cve.org/CVERecord?id=CVE-2024-38589

e CVE-2024-38596

https://www.cve.org/CVERecord?id=CVE-2024-38596

e CVE-2024-38598

https://www.cve.org/CVERecord?id=CVE-2024-38598

e CVE-2024-38599

https://www.cve.org/CVERecord?id=CVE-2024-38599

e CVE-2024-38600

https://lwww.cve.org/CVERecord?id=CVE-2024-38600

e CVE-2024-38601

https://www.cve.org/CVERecord?id=CVE-2024-38601

e CVE-2024-38607

https://www.cve.org/CVERecord?id=CVE-2024-38607
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e CVE-2024-38612

https://www.cve.org/CVERecord?id=CVE-2024-38612

e CVE-2024-38613

https://www.cve.org/CVERecord?id=CVE-2024-38613
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