Centre national de veille,
d'alerte et de réponse aux
attaques informatiques

Autorité Nationale de Cybersécurité

Djibouti le, 28-02-2023

BULLETIN ALERTES

Object Multiples vulnérabilités dans les produits
Microsoft
Réference 1027
Date de Publication 2023-02-14

IMPACT :

¢ Atteinte a la confidentialité des données
Déni de service

Exécution de code a distance
Usurpation d'identité

Elévation de priviléges
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SYSTEME AFFECTE :

3D Builder

Print 3D

HoloLens 1

Microsoft 365 Apps (64bits,32bits)

Microsoft Defender Security Intelligence Updates

Microsoft Defender pour 0T

Microsoft Dynamics 365 (on-premises) versions (9.0, 9.1)
Microsoft Dynamics 365 Unified Service Desk

Microsoft Exchange Server 2013 Cumulative Update 23
Microsoft Exchange Server 2016 Cumulative Update 23
Microsoft Exchange Server 2019 Cumulative Update (11,12)
Microsoft SQL Server 2014 Service Pack 3

Microsoft SQL Server 2016 Service Pack 3

Microsoft SQL Server 2017

Microsoft SQL Server 2019

Microsoft SQL Server 2022

Microsoft Visual Studio 2017 version 15.9 (includes 15.0 - 15.8)
Microsoft Visual Studio 2019 version 16.11 (includes 16.0 - 16.10)
Microsoft Visual Studio 2022 version (17.0,17.2,17.4)

SOLUTION: :

Mettre a jour vos Microsoft.(se référer a la documentation)

DOCUMENTATION :

Bulletin de sécurité Microsoft du 14-02-2023

https://msrc.microsoft.com/update-guide/
CVE-2023-41953

https://www.cve.org/CVERecord?id=CVE-2023-41953
CVE-2022-23521

https://www.cve.org/CVERecord?id=CVE-2022-23521
CVE-2023-21704

https://www.cve.org/CVERecord?id=CVE-2023-21704
CVE-2023-21705

https://www.cve.org/CVERecord?id=CVE-2023-21705
CVE-2023-21706

https://www.cve.org/CVERecord?id=CVE-2023-21706
CVE-2023-21807

https://www.cve.org/CVERecord?id=CVE-2023-21807
CVE-2023-21710

https://www.cve.org/CVERecord?id=CVE-2023-21710
CVE-2023-21718

https://www.cve.org/CVERecord?id=CVE-2023-21718
CVE-2023-21567

https://www.cve.org/CVERecord?id=CVE-2023-21567
CVE-2023-21566
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https://www.cve.org/CVERecord?id=CVE-2023-21566
CVE-2023-21707

https://www.cve.org/CVERecord?id=CVE-2023-21707
CVE-2023-21713

https://www.cve.org/CVERecord?id=CVE-2023-21713
CVE-2023-21528

https://www.cve.org/CVERecord?id=CVE-2023-21528
CVE-2023-21573

https://www.cve.org/CVERecord?id=CVE-2023-21573
CVE-2023-21572

https://www.cve.org/CVERecord?id=CVE-2023-21572
CVE-2023-21571

https://www.cve.org/CVERecord?id=CVE-2023-21571
CVE-2023-21714

https://www.cve.org/CVERecord?id=CVE-2023-21714
CVE-2023-21808

https://www.cve.org/CVERecord?id=CVE-2023-21808
CVE-2023-21815

https://www.cve.org/CVERecord?id=CVE-2023-21815
CVE-2023-21570

https://www.cve.org/CVERecord?id=CVE-2023-21570
CVE-2023-21568

https://www.cve.org/CVERecord?id=CVE-2023-21568
CVE-2023-21809

https://www.cve.org/CVERecord?id=CVE-2023-21809
CVE-2023-21806

https://www.cve.org/CVERecord?id=CVE-2023-21806
CVE-2019-15126

https://www.cve.org/CVERecord?id=CVE-2019-15126
CVE-2023-21778

https://www.cve.org/CVERecord?id=CVE-2023-21778
CVE-2023-23390

https://www.cve.org/CVERecord?id=CVE-2023-23390
CVE-2023-23378

https://www.cve.org/CVERecord?id=CVE-2023-23378
CVE-2023-23381

https://www.cve.org/CVERecord?id=CVE-2023-23381
CVE-2023-23379

https://www.cve.org/CVERecord?id=CVE-2023-23379
CVE-2023-23377

https://www.cve.org/CVERecord?id=CVE-2023-23377
CVE-2023-21716

https://www.cve.org/CVERecord?id=CVE-2023-21716
CVE-2023-21715

https://www.cve.org/CVERecord?id=CVE-2023-21715
CVE-2023-21529

https://www.cve.org/CVERecord?id=CVE-2023-21529
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