
 

  Autorité Nationale de Cybersécurité
  Djibouti le, 28-09-2024 

BULLETIN ALERTES

  
  Object Multiples vulnérabilités dans le noyau

Linux d'Ubuntu

Réference 1254

Date de Publication 2024-09-27

Sévérité Critique
  

IMPACT :

Atteinte à l'intégrité des données
Atteinte à la confidentialité des données
Contournement de la politique de sécurité
Déni de service
Exécution de code arbitraire

  

SYSTÉME AFFECTÉ :

Ubuntu 14.04 ESM
Ubuntu 16.04 ESM
Ubuntu 18.04 ESM
Ubuntu 20.04 LTS
Ubuntu 22.04 LTS
Ubuntu 24.04 LTS

  

DÉSCRIPTION :

De multiples vulnérabilités ont été découvertes dans le noyau Linux d'Ubuntu.
Certaines de ces vulnérabilités peuvent permettre à un attaquant d'exécuter du code
arbitraire, de compromettre la confidentialité des données ou d'altérer leur intégrité.



  

SOLUTION :

Mettre à jour  le noyau linux d'Ubuntu.(se référer à la documentation)
  

DOCUMENTATION :

Bulletin de sécurité Ubuntu USN-6999-2 du 23 septembre 2024

https://ubuntu.com/security/notices/USN-6999-2

Bulletin de sécurité Ubuntu USN-7007-2 du 23 septembre 2024

https://ubuntu.com/security/notices/USN-7007-2

Bulletin de sécurité Ubuntu USN-7007-3 du 23 septembre 2024

https://ubuntu.com/security/notices/USN-7007-3

Bulletin de sécurité Ubuntu USN-7020-2 du 23 septembre 2024

https://ubuntu.com/security/notices/USN-7020-2

Bulletin de sécurité Ubuntu USN-7021-2 du 23 septembre 2024

https://ubuntu.com/security/notices/USN-7021-2

Bulletin de sécurité Ubuntu USN-7028-1 du 23 septembre 2024

https://ubuntu.com/security/notices/USN-7028-1

Bulletin de sécurité Ubuntu USN-7029-1 du 23 septembre 2024

https://ubuntu.com/security/notices/USN-7029-1

Bulletin de sécurité Ubuntu USN-7009-2 du 25 septembre 2024

https://ubuntu.com/security/notices/USN-7009-2

Bulletin de sécurité Ubuntu USN-7003-4 du 26 septembre 2024

https://ubuntu.com/security/notices/USN-7003-4

Bulletin de sécurité Ubuntu USN-7020-3 du 26 septembre 2024

https://ubuntu.com/security/notices/USN-7020-3

Bulletin de sécurité Ubuntu USN-7021-3 du 26 septembre 2024

https://ubuntu.com/security/notices/USN-7021-3
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Bulletin de sécurité Ubuntu USN-7039-1 du 26 septembre 2024

https://ubuntu.com/security/notices/USN-7039-1

CVE-2021-47181

https://www.cve.org/CVERecord?id=CVE-2021-47181

CVE-2021-47188

https://www.cve.org/CVERecord?id=CVE-2021-47188

CVE-2022-48772

https://www.cve.org/CVERecord?id=CVE-2022-48772

CVE-2022-48791

https://www.cve.org/CVERecord?id=CVE-2022-48791

CVE-2022-48836

https://www.cve.org/CVERecord?id=CVE-2022-48836

CVE-2022-48838

https://www.cve.org/CVERecord?id=CVE-2022-48838

CVE-2022-48850

https://www.cve.org/CVERecord?id=CVE-2022-48850

CVE-2022-48851

https://www.cve.org/CVERecord?id=CVE-2022-48851

CVE-2022-48857

https://www.cve.org/CVERecord?id=CVE-2022-48857

CVE-2022-48863

https://www.cve.org/CVERecord?id=CVE-2022-48863
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https://www.cve.org/CVERecord?id=CVE-2023-52527
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CVE-2023-52809

https://www.cve.org/CVERecord?id=CVE-2023-52809

CVE-2023-52884

https://www.cve.org/CVERecord?id=CVE-2023-52884

CVE-2023-52887

https://www.cve.org/CVERecord?id=CVE-2023-52887

CVE-2024-23848

https://www.cve.org/CVERecord?id=CVE-2024-23848

CVE-2024-25741

https://www.cve.org/CVERecord?id=CVE-2024-25741

CVE-2024-26651

https://www.cve.org/CVERecord?id=CVE-2024-26651

CVE-2024-26677

https://www.cve.org/CVERecord?id=CVE-2024-26677

CVE-2024-26733

https://www.cve.org/CVERecord?id=CVE-2024-26733

CVE-2024-26851

https://www.cve.org/CVERecord?id=CVE-2024-26851

CVE-2024-26880

https://www.cve.org/CVERecord?id=CVE-2024-26880

CVE-2024-26984

https://www.cve.org/CVERecord?id=CVE-2024-26984
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CVE-2024-27398

https://www.cve.org/CVERecord?id=CVE-2024-27398

CVE-2024-27437

https://www.cve.org/CVERecord?id=CVE-2024-27437

CVE-2024-31076

https://www.cve.org/CVERecord?id=CVE-2024-31076

CVE-2024-32936

https://www.cve.org/CVERecord?id=CVE-2024-32936

CVE-2024-33619

https://www.cve.org/CVERecord?id=CVE-2024-33619

CVE-2024-33621

https://www.cve.org/CVERecord?id=CVE-2024-33621

CVE-2024-33847

https://www.cve.org/CVERecord?id=CVE-2024-33847

CVE-2024-34027

https://www.cve.org/CVERecord?id=CVE-2024-34027

CVE-2024-34030

https://www.cve.org/CVERecord?id=CVE-2024-34030

CVE-2024-34777

https://www.cve.org/CVERecord?id=CVE-2024-34777

CVE-2024-35247

https://www.cve.org/CVERecord?id=CVE-2024-35247

CVE-2024-35927

https://www.cve.org/CVERecord?id=CVE-2024-35927

CVE-2024-36014
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CVE-2024-36015

https://www.cve.org/CVERecord?id=CVE-2024-36015

CVE-2024-36032

https://www.cve.org/CVERecord?id=CVE-2024-36032

CVE-2024-36244

https://www.cve.org/CVERecord?id=CVE-2024-36244

CVE-2024-36270

https://www.cve.org/CVERecord?id=CVE-2024-36270

CVE-2024-36281
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CVE-2024-36286
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CVE-2024-36288
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https://www.cve.org/CVERecord?id=CVE-2024-36478
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CVE-2024-36489

https://www.cve.org/CVERecord?id=CVE-2024-36489

CVE-2024-36894

https://www.cve.org/CVERecord?id=CVE-2024-36894

CVE-2024-36971

https://www.cve.org/CVERecord?id=CVE-2024-36971

CVE-2024-36972

https://www.cve.org/CVERecord?id=CVE-2024-36972

CVE-2024-36973

https://www.cve.org/CVERecord?id=CVE-2024-36973

CVE-2024-36974

https://www.cve.org/CVERecord?id=CVE-2024-36974

CVE-2024-36978

https://www.cve.org/CVERecord?id=CVE-2024-36978

CVE-2024-37021

https://www.cve.org/CVERecord?id=CVE-2024-37021

CVE-2024-37026

https://www.cve.org/CVERecord?id=CVE-2024-37026

CVE-2024-37078

https://www.cve.org/CVERecord?id=CVE-2024-37078

CVE-2024-37354

https://www.cve.org/CVERecord?id=CVE-2024-37354
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CVE-2024-38381

https://www.cve.org/CVERecord?id=CVE-2024-38381

CVE-2024-38384

https://www.cve.org/CVERecord?id=CVE-2024-38384

CVE-2024-38385

https://www.cve.org/CVERecord?id=CVE-2024-38385

CVE-2024-38388

https://www.cve.org/CVERecord?id=CVE-2024-38388

CVE-2024-38390

https://www.cve.org/CVERecord?id=CVE-2024-38390

CVE-2024-38546

https://www.cve.org/CVERecord?id=CVE-2024-38546
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CVE-2024-38558
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https://www.cve.org/CVERecord?id=CVE-2024-38559

CVE-2024-38560

https://www.cve.org/CVERecord?id=CVE-2024-38560

CVE-2024-38565

https://www.cve.org/CVERecord?id=CVE-2024-38565

CVE-2024-38567

https://www.cve.org/CVERecord?id=CVE-2024-38567

CVE-2024-38570

https://www.cve.org/CVERecord?id=CVE-2024-38570

CVE-2024-38571
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CVE-2024-38573

https://www.cve.org/CVERecord?id=CVE-2024-38573

CVE-2024-38578

https://www.cve.org/CVERecord?id=CVE-2024-38578

CVE-2024-38579

https://www.cve.org/CVERecord?id=CVE-2024-38579

CVE-2024-38580

https://www.cve.org/CVERecord?id=CVE-2024-38580
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CVE-2024-38586

https://www.cve.org/CVERecord?id=CVE-2024-38586

CVE-2024-38587

https://www.cve.org/CVERecord?id=CVE-2024-38587

CVE-2024-38588

https://www.cve.org/CVERecord?id=CVE-2024-38588

CVE-2024-38589

https://www.cve.org/CVERecord?id=CVE-2024-38589

CVE-2024-38590

https://www.cve.org/CVERecord?id=CVE-2024-38590

CVE-2024-38591

https://www.cve.org/CVERecord?id=CVE-2024-38591

CVE-2024-38596

https://www.cve.org/CVERecord?id=CVE-2024-38596

CVE-2024-38597

https://www.cve.org/CVERecord?id=CVE-2024-38597

CVE-2024-38598

https://www.cve.org/CVERecord?id=CVE-2024-38598

CVE-2024-38599

https://www.cve.org/CVERecord?id=CVE-2024-38599

CVE-2024-38601
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CVE-2024-38607
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https://www.cve.org/CVERecord?id=CVE-2024-38610

CVE-2024-38612
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CVE-2024-38613
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CVE-2024-38615
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CVE-2024-38618

https://www.cve.org/CVERecord?id=CVE-2024-38618

CVE-2024-38619

https://www.cve.org/CVERecord?id=CVE-2024-38619

CVE-2024-38621
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CVE-2024-38622
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https://www.cve.org/CVERecord?id=CVE-2024-38624

CVE-2024-38625

https://www.cve.org/CVERecord?id=CVE-2024-38625

CVE-2024-38627

https://www.cve.org/CVERecord?id=CVE-2024-38607
https://www.cve.org/CVERecord?id=CVE-2024-38610
https://www.cve.org/CVERecord?id=CVE-2024-38612
https://www.cve.org/CVERecord?id=CVE-2024-38613
https://www.cve.org/CVERecord?id=CVE-2024-38615
https://www.cve.org/CVERecord?id=CVE-2024-38618
https://www.cve.org/CVERecord?id=CVE-2024-38619
https://www.cve.org/CVERecord?id=CVE-2024-38621
https://www.cve.org/CVERecord?id=CVE-2024-38622
https://www.cve.org/CVERecord?id=CVE-2024-38623
https://www.cve.org/CVERecord?id=CVE-2024-38624
https://www.cve.org/CVERecord?id=CVE-2024-38625


https://www.cve.org/CVERecord?id=CVE-2024-38627

CVE-2024-38628
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CVE-2024-38629
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CVE-2024-38630
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CVE-2024-38632
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CVE-2024-38633
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