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BULLETIN ALERTES

  
  Object Multiples Vulnérabilités dans le noyau

Linux de Ubuntu

Réference 1179

Date de Publication 2024-07-06

Sévérité Critique
  

IMPACT :

Exécution de code arbitraire
Non spécifié par l'éditeur
Élévation de privilèges
Atteinte à la confidentialité des données
Contournement de la politique de sécurité
Déni de service à distance

  

SYSTÉME AFFECTÉ :

Ubuntu 16.04 ESM
Ubuntu 18.04 ESM
Ubuntu 20.04 LTS
Ubuntu 22.04 LTS
Ubuntu 23.10
Ubuntu 24.04 LTS



  

DÉSCRIPTION :

Des nombreuses vulnérabilités ont été découvertes dans le noyau Linux de Ubuntu.

Ces vulnérabilités permettent à un attaquant de provoquer une exécution de code
arbitraire, une élévation de privilèges et une atteinte à la confidentialité des
données.
  

SOLUTION :

Mettre à jour vos systèmes Linux Ubuntu. (se réfère à la documentation)
  

DOCUMENTATION :

Bulletin de sécurité Ubuntu 03/07/2024

 https://ubuntu.com/security/notices

CVE-2021-33631

https://www.cve.org/CVERecord?id=CVE-2021-33631

 CVE-2021-47063

https://www.cve.org/CVERecord?id=CVE-2021-47063

 CVE-2022-38096

https://www.cve.org/CVERecord?id=CVE-2022-38096

 CVE-2022-48669

https://www.cve.org/CVERecord?id=CVE-2022-48669

 CVE-2023-47233

https://www.cve.org/CVERecord?id=CVE-2023-47233

 CVE-2023-52434

https://www.cve.org/CVERecord?id=CVE-2023-52434

 CVE-2023-52447

https://www.cve.org/CVERecord?id=CVE-2023-52447

 CVE-2023-52497

https://www.cve.org/CVERecord?id=CVE-2023-52497

https://ubuntu.com/security/notices
https://www.cve.org/CVERecord?id=CVE-2021-33631
https://www.cve.org/CVERecord?id=CVE-2021-47063
https://www.cve.org/CVERecord?id=CVE-2022-38096
https://www.cve.org/CVERecord?id=CVE-2022-48669
https://www.cve.org/CVERecord?id=CVE-2023-47233
https://www.cve.org/CVERecord?id=CVE-2023-52434
https://www.cve.org/CVERecord?id=CVE-2023-52447
https://www.cve.org/CVERecord?id=CVE-2023-52497


 CVE-2023-52615

https://www.cve.org/CVERecord?id=CVE-2023-52615

 CVE-2023-52620

https://www.cve.org/CVERecord?id=CVE-2023-52620

 CVE-2023-52640

https://www.cve.org/CVERecord?id=CVE-2023-52640

 CVE-2023-52641

https://www.cve.org/CVERecord?id=CVE-2023-52641

 CVE-2023-52644

https://www.cve.org/CVERecord?id=CVE-2023-52644

 CVE-2023-52645

https://www.cve.org/CVERecord?id=CVE-2023-52645

 CVE-2023-52647

https://www.cve.org/CVERecord?id=CVE-2023-52647

 CVE-2023-52648

https://www.cve.org/CVERecord?id=CVE-2023-52648

 CVE-2023-52649

https://www.cve.org/CVERecord?id=CVE-2023-52649

 CVE-2023-52650

https://www.cve.org/CVERecord?id=CVE-2023-52650

 CVE-2023-52652

https://www.cve.org/CVERecord?id=CVE-2023-52652

 CVE-2023-52653

https://www.cve.org/CVERecord?id=CVE-2023-52653

 CVE-2023-52656
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https://www.cve.org/CVERecord?id=CVE-2023-52656

 CVE-2023-52659

https://www.cve.org/CVERecord?id=CVE-2023-52659

 CVE-2023-52661

https://www.cve.org/CVERecord?id=CVE-2023-52661

 CVE-2023-52662

https://www.cve.org/CVERecord?id=CVE-2023-52662

 CVE-2023-52663

https://www.cve.org/CVERecord?id=CVE-2023-52663

 CVE-2023-6270

https://www.cve.org/CVERecord?id=CVE-2023-6270

 CVE-2023-7042

https://www.cve.org/CVERecord?id=CVE-2023-7042

 CVE-2024-0841

https://www.cve.org/CVERecord?id=CVE-2024-0841

 CVE-2024-21823

https://www.cve.org/CVERecord?id=CVE-2024-21823

 CVE-2024-2201

https://www.cve.org/CVERecord?id=CVE-2024-2201

 CVE-2024-22099

https://www.cve.org/CVERecord?id=CVE-2024-22099

 CVE-2024-23307

https://www.cve.org/CVERecord?id=CVE-2024-23307

 CVE-2024-24861

https://www.cve.org/CVERecord?id=CVE-2024-24861
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 CVE-2024-25739

https://www.cve.org/CVERecord?id=CVE-2024-25739

 CVE-2024-26583

https://www.cve.org/CVERecord?id=CVE-2024-26583

 CVE-2024-26584

https://www.cve.org/CVERecord?id=CVE-2024-26584

 CVE-2024-26585

https://www.cve.org/CVERecord?id=CVE-2024-26585

 CVE-2024-26601

https://www.cve.org/CVERecord?id=CVE-2024-26601

 CVE-2024-26603

https://www.cve.org/CVERecord?id=CVE-2024-26603

 CVE-2024-26642

https://www.cve.org/CVERecord?id=CVE-2024-26642

 CVE-2024-26643

https://www.cve.org/CVERecord?id=CVE-2024-26643

 CVE-2024-26651

https://www.cve.org/CVERecord?id=CVE-2024-26651

 CVE-2024-26653

https://www.cve.org/CVERecord?id=CVE-2024-26653

 CVE-2024-26654

https://www.cve.org/CVERecord?id=CVE-2024-26654

 CVE-2024-26655

https://www.cve.org/CVERecord?id=CVE-2024-26655

 CVE-2024-26656

https://www.cve.org/CVERecord?id=CVE-2024-25739
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https://www.cve.org/CVERecord?id=CVE-2024-26653
https://www.cve.org/CVERecord?id=CVE-2024-26654
https://www.cve.org/CVERecord?id=CVE-2024-26655


https://www.cve.org/CVERecord?id=CVE-2024-26656

 CVE-2024-26657

https://www.cve.org/CVERecord?id=CVE-2024-26657

 CVE-2024-26659

https://www.cve.org/CVERecord?id=CVE-2024-26659

 CVE-2024-26688

https://www.cve.org/CVERecord?id=CVE-2024-26688

 CVE-2024-26720

https://www.cve.org/CVERecord?id=CVE-2024-26720

 CVE-2024-26733

https://www.cve.org/CVERecord?id=CVE-2024-26733

 CVE-2024-26735

https://www.cve.org/CVERecord?id=CVE-2024-26735

 CVE-2024-26736

https://www.cve.org/CVERecord?id=CVE-2024-26736

 CVE-2024-26737

https://www.cve.org/CVERecord?id=CVE-2024-26737

 CVE-2024-26743

https://www.cve.org/CVERecord?id=CVE-2024-26743

 CVE-2024-26744

https://www.cve.org/CVERecord?id=CVE-2024-26744

 CVE-2024-26747

https://www.cve.org/CVERecord?id=CVE-2024-26747

 CVE-2024-26748

https://www.cve.org/CVERecord?id=CVE-2024-26748

https://www.cve.org/CVERecord?id=CVE-2024-26656
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https://www.cve.org/CVERecord?id=CVE-2024-26748


 CVE-2024-26749

https://www.cve.org/CVERecord?id=CVE-2024-26749

 CVE-2024-26750

https://www.cve.org/CVERecord?id=CVE-2024-26750

 CVE-2024-26751

https://www.cve.org/CVERecord?id=CVE-2024-26751

 CVE-2024-26752

https://www.cve.org/CVERecord?id=CVE-2024-26752

 CVE-2024-26754

https://www.cve.org/CVERecord?id=CVE-2024-26754

 CVE-2024-26763

https://www.cve.org/CVERecord?id=CVE-2024-26763

 CVE-2024-26764

https://www.cve.org/CVERecord?id=CVE-2024-26764

 CVE-2024-26766

https://www.cve.org/CVERecord?id=CVE-2024-26766

 CVE-2024-26769

https://www.cve.org/CVERecord?id=CVE-2024-26769

 CVE-2024-26771

https://www.cve.org/CVERecord?id=CVE-2024-26771

 CVE-2024-26772

https://www.cve.org/CVERecord?id=CVE-2024-26772

 CVE-2024-26773

https://www.cve.org/CVERecord?id=CVE-2024-26773

 CVE-2024-26774
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https://www.cve.org/CVERecord?id=CVE-2024-26773


https://www.cve.org/CVERecord?id=CVE-2024-26774

 CVE-2024-26776

https://www.cve.org/CVERecord?id=CVE-2024-26776

 CVE-2024-26777

https://www.cve.org/CVERecord?id=CVE-2024-26777

 CVE-2024-26778

https://www.cve.org/CVERecord?id=CVE-2024-26778

 CVE-2024-26779

https://www.cve.org/CVERecord?id=CVE-2024-26779

 CVE-2024-26782

https://www.cve.org/CVERecord?id=CVE-2024-26782

 CVE-2024-26787

https://www.cve.org/CVERecord?id=CVE-2024-26787

 CVE-2024-26788

https://www.cve.org/CVERecord?id=CVE-2024-26788

 CVE-2024-26790

https://www.cve.org/CVERecord?id=CVE-2024-26790

 CVE-2024-26791

https://www.cve.org/CVERecord?id=CVE-2024-26791

 CVE-2024-26792

https://www.cve.org/CVERecord?id=CVE-2024-26792

 CVE-2024-26793

https://www.cve.org/CVERecord?id=CVE-2024-26793

 CVE-2024-26795

https://www.cve.org/CVERecord?id=CVE-2024-26795
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 CVE-2024-26798

https://www.cve.org/CVERecord?id=CVE-2024-26798

 CVE-2024-26801

https://www.cve.org/CVERecord?id=CVE-2024-26801

 CVE-2024-26802

https://www.cve.org/CVERecord?id=CVE-2024-26802

 CVE-2024-26803

https://www.cve.org/CVERecord?id=CVE-2024-26803

 CVE-2024-26804

https://www.cve.org/CVERecord?id=CVE-2024-26804

 CVE-2024-26805

https://www.cve.org/CVERecord?id=CVE-2024-26805

 CVE-2024-26809

https://www.cve.org/CVERecord?id=CVE-2024-26809

 CVE-2024-26810

https://www.cve.org/CVERecord?id=CVE-2024-26810

 CVE-2024-26812

https://www.cve.org/CVERecord?id=CVE-2024-26812

 CVE-2024-26813

https://www.cve.org/CVERecord?id=CVE-2024-26813

 CVE-2024-26814

https://www.cve.org/CVERecord?id=CVE-2024-26814

 CVE-2024-26815

https://www.cve.org/CVERecord?id=CVE-2024-26815

 CVE-2024-26816
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https://www.cve.org/CVERecord?id=CVE-2024-26816

 CVE-2024-26820

https://www.cve.org/CVERecord?id=CVE-2024-26820

 CVE-2024-26833

https://www.cve.org/CVERecord?id=CVE-2024-26833

 CVE-2024-26835

https://www.cve.org/CVERecord?id=CVE-2024-26835

 CVE-2024-26838

https://www.cve.org/CVERecord?id=CVE-2024-26838

 CVE-2024-26839

https://www.cve.org/CVERecord?id=CVE-2024-26839

 CVE-2024-26840

https://www.cve.org/CVERecord?id=CVE-2024-26840

 CVE-2024-26843

https://www.cve.org/CVERecord?id=CVE-2024-26843

 CVE-2024-26845

https://www.cve.org/CVERecord?id=CVE-2024-26845

 CVE-2024-26846

https://www.cve.org/CVERecord?id=CVE-2024-26846

 CVE-2024-26848

https://www.cve.org/CVERecord?id=CVE-2024-26848

 CVE-2024-26851

https://www.cve.org/CVERecord?id=CVE-2024-26851

 CVE-2024-26852

https://www.cve.org/CVERecord?id=CVE-2024-26852
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 CVE-2024-26855

https://www.cve.org/CVERecord?id=CVE-2024-26855

 CVE-2024-26856

https://www.cve.org/CVERecord?id=CVE-2024-26856

 CVE-2024-26857

https://www.cve.org/CVERecord?id=CVE-2024-26857

 CVE-2024-26859

https://www.cve.org/CVERecord?id=CVE-2024-26859

 CVE-2024-26860

https://www.cve.org/CVERecord?id=CVE-2024-26860

 CVE-2024-26861

https://www.cve.org/CVERecord?id=CVE-2024-26861

 CVE-2024-26862

https://www.cve.org/CVERecord?id=CVE-2024-26862

 CVE-2024-26863

https://www.cve.org/CVERecord?id=CVE-2024-26863

 CVE-2024-26864

https://www.cve.org/CVERecord?id=CVE-2024-26864

 CVE-2024-26865

https://www.cve.org/CVERecord?id=CVE-2024-26865

 CVE-2024-26866

https://www.cve.org/CVERecord?id=CVE-2024-26866

 CVE-2024-26868

https://www.cve.org/CVERecord?id=CVE-2024-26868

 CVE-2024-26869
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https://www.cve.org/CVERecord?id=CVE-2024-26869

 CVE-2024-26870

https://www.cve.org/CVERecord?id=CVE-2024-26870

 CVE-2024-26871

https://www.cve.org/CVERecord?id=CVE-2024-26871

 CVE-2024-26872

https://www.cve.org/CVERecord?id=CVE-2024-26872

 CVE-2024-26873

https://www.cve.org/CVERecord?id=CVE-2024-26873

 CVE-2024-26874

https://www.cve.org/CVERecord?id=CVE-2024-26874

 CVE-2024-26875

https://www.cve.org/CVERecord?id=CVE-2024-26875

 CVE-2024-26876

https://www.cve.org/CVERecord?id=CVE-2024-26876

 CVE-2024-26877

https://www.cve.org/CVERecord?id=CVE-2024-26877

 CVE-2024-26878

https://www.cve.org/CVERecord?id=CVE-2024-26878

 CVE-2024-26879

https://www.cve.org/CVERecord?id=CVE-2024-26879

 CVE-2024-26880

https://www.cve.org/CVERecord?id=CVE-2024-26880

 CVE-2024-26881

https://www.cve.org/CVERecord?id=CVE-2024-26881
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https://www.cve.org/CVERecord?id=CVE-2024-27391

 CVE-2024-27392

https://www.cve.org/CVERecord?id=CVE-2024-27392

 CVE-2024-27403

https://www.cve.org/CVERecord?id=CVE-2024-27403

 CVE-2024-27405

https://www.cve.org/CVERecord?id=CVE-2024-27405

 CVE-2024-27410

https://www.cve.org/CVERecord?id=CVE-2024-27410

 CVE-2024-27412

https://www.cve.org/CVERecord?id=CVE-2024-27412

 CVE-2024-27413

https://www.cve.org/CVERecord?id=CVE-2024-27413

 CVE-2024-27414

https://www.cve.org/CVERecord?id=CVE-2024-27414

 CVE-2024-27415

https://www.cve.org/CVERecord?id=CVE-2024-27415

 CVE-2024-27416

https://www.cve.org/CVERecord?id=CVE-2024-27388
https://www.cve.org/CVERecord?id=CVE-2024-27389
https://www.cve.org/CVERecord?id=CVE-2024-27390
https://www.cve.org/CVERecord?id=CVE-2024-27391
https://www.cve.org/CVERecord?id=CVE-2024-27392
https://www.cve.org/CVERecord?id=CVE-2024-27403
https://www.cve.org/CVERecord?id=CVE-2024-27405
https://www.cve.org/CVERecord?id=CVE-2024-27410
https://www.cve.org/CVERecord?id=CVE-2024-27412
https://www.cve.org/CVERecord?id=CVE-2024-27413
https://www.cve.org/CVERecord?id=CVE-2024-27414
https://www.cve.org/CVERecord?id=CVE-2024-27415


https://www.cve.org/CVERecord?id=CVE-2024-27416

 CVE-2024-27417

https://www.cve.org/CVERecord?id=CVE-2024-27417

 CVE-2024-27419

https://www.cve.org/CVERecord?id=CVE-2024-27419

 CVE-2024-27431

https://www.cve.org/CVERecord?id=CVE-2024-27431

 CVE-2024-27432

https://www.cve.org/CVERecord?id=CVE-2024-27432

 CVE-2024-27433

https://www.cve.org/CVERecord?id=CVE-2024-27433

 CVE-2024-27434

https://www.cve.org/CVERecord?id=CVE-2024-27434

 CVE-2024-27435

https://www.cve.org/CVERecord?id=CVE-2024-27435

 CVE-2024-27436

https://www.cve.org/CVERecord?id=CVE-2024-27436

 CVE-2024-27437

https://www.cve.org/CVERecord?id=CVE-2024-27437

 CVE-2024-35787

https://www.cve.org/CVERecord?id=CVE-2024-35787

 CVE-2024-35789

https://www.cve.org/CVERecord?id=CVE-2024-35789

 CVE-2024-35793

https://www.cve.org/CVERecord?id=CVE-2024-35793

https://www.cve.org/CVERecord?id=CVE-2024-27416
https://www.cve.org/CVERecord?id=CVE-2024-27417
https://www.cve.org/CVERecord?id=CVE-2024-27419
https://www.cve.org/CVERecord?id=CVE-2024-27431
https://www.cve.org/CVERecord?id=CVE-2024-27432
https://www.cve.org/CVERecord?id=CVE-2024-27433
https://www.cve.org/CVERecord?id=CVE-2024-27434
https://www.cve.org/CVERecord?id=CVE-2024-27435
https://www.cve.org/CVERecord?id=CVE-2024-27436
https://www.cve.org/CVERecord?id=CVE-2024-27437
https://www.cve.org/CVERecord?id=CVE-2024-35787
https://www.cve.org/CVERecord?id=CVE-2024-35789
https://www.cve.org/CVERecord?id=CVE-2024-35793


 CVE-2024-35794

https://www.cve.org/CVERecord?id=CVE-2024-35794

 CVE-2024-35795

https://www.cve.org/CVERecord?id=CVE-2024-35795

 CVE-2024-35796

https://www.cve.org/CVERecord?id=CVE-2024-35796

 CVE-2024-35797

https://www.cve.org/CVERecord?id=CVE-2024-35797

 CVE-2024-35798

https://www.cve.org/CVERecord?id=CVE-2024-35798

 CVE-2024-35799

https://www.cve.org/CVERecord?id=CVE-2024-35799

 CVE-2024-35800

https://www.cve.org/CVERecord?id=CVE-2024-35800

 CVE-2024-35801

https://www.cve.org/CVERecord?id=CVE-2024-35801

 CVE-2024-35803

https://www.cve.org/CVERecord?id=CVE-2024-35803

 CVE-2024-35805

https://www.cve.org/CVERecord?id=CVE-2024-35805

 CVE-2024-35806

https://www.cve.org/CVERecord?id=CVE-2024-35806

 CVE-2024-35807

https://www.cve.org/CVERecord?id=CVE-2024-35807

 CVE-2024-35808

https://www.cve.org/CVERecord?id=CVE-2024-35794
https://www.cve.org/CVERecord?id=CVE-2024-35795
https://www.cve.org/CVERecord?id=CVE-2024-35796
https://www.cve.org/CVERecord?id=CVE-2024-35797
https://www.cve.org/CVERecord?id=CVE-2024-35798
https://www.cve.org/CVERecord?id=CVE-2024-35799
https://www.cve.org/CVERecord?id=CVE-2024-35800
https://www.cve.org/CVERecord?id=CVE-2024-35801
https://www.cve.org/CVERecord?id=CVE-2024-35803
https://www.cve.org/CVERecord?id=CVE-2024-35805
https://www.cve.org/CVERecord?id=CVE-2024-35806
https://www.cve.org/CVERecord?id=CVE-2024-35807


https://www.cve.org/CVERecord?id=CVE-2024-35808

 CVE-2024-35809

https://www.cve.org/CVERecord?id=CVE-2024-35809

 CVE-2024-35810

https://www.cve.org/CVERecord?id=CVE-2024-35810

 CVE-2024-35811

https://www.cve.org/CVERecord?id=CVE-2024-35811

 CVE-2024-35813

https://www.cve.org/CVERecord?id=CVE-2024-35813

 CVE-2024-35814

https://www.cve.org/CVERecord?id=CVE-2024-35814

 CVE-2024-35817

https://www.cve.org/CVERecord?id=CVE-2024-35817

 CVE-2024-35819

https://www.cve.org/CVERecord?id=CVE-2024-35819

 CVE-2024-35821

https://www.cve.org/CVERecord?id=CVE-2024-35821

 CVE-2024-35822

https://www.cve.org/CVERecord?id=CVE-2024-35822

 CVE-2024-35826

https://www.cve.org/CVERecord?id=CVE-2024-35826

 CVE-2024-35827

https://www.cve.org/CVERecord?id=CVE-2024-35827

 CVE-2024-35828

https://www.cve.org/CVERecord?id=CVE-2024-35828

https://www.cve.org/CVERecord?id=CVE-2024-35808
https://www.cve.org/CVERecord?id=CVE-2024-35809
https://www.cve.org/CVERecord?id=CVE-2024-35810
https://www.cve.org/CVERecord?id=CVE-2024-35811
https://www.cve.org/CVERecord?id=CVE-2024-35813
https://www.cve.org/CVERecord?id=CVE-2024-35814
https://www.cve.org/CVERecord?id=CVE-2024-35817
https://www.cve.org/CVERecord?id=CVE-2024-35819
https://www.cve.org/CVERecord?id=CVE-2024-35821
https://www.cve.org/CVERecord?id=CVE-2024-35822
https://www.cve.org/CVERecord?id=CVE-2024-35826
https://www.cve.org/CVERecord?id=CVE-2024-35827
https://www.cve.org/CVERecord?id=CVE-2024-35828


 CVE-2024-35829

https://www.cve.org/CVERecord?id=CVE-2024-35829

 CVE-2024-35830

https://www.cve.org/CVERecord?id=CVE-2024-35830

 CVE-2024-35831

https://www.cve.org/CVERecord?id=CVE-2024-35831

 CVE-2024-35843

https://www.cve.org/CVERecord?id=CVE-2024-35843

 CVE-2024-35844

https://www.cve.org/CVERecord?id=CVE-2024-35844

 CVE-2024-35845

https://www.cve.org/CVERecord?id=CVE-2024-35845

 CVE-2024-35874

https://www.cve.org/CVERecord?id=CVE-2024-35874

 CVE-2024-35901

https://www.cve.org/CVERecord?id=CVE-2024-35901

 

 

 

 

 

Solution

Mettre à jour vos systèmes Ubuntu. (se réfère à la documentation)

DOCUMENTATION

Bulletin de sécurité Ubuntu USN-6795-1 du 28 mai 2024

https://www.cve.org/CVERecord?id=CVE-2024-35829
https://www.cve.org/CVERecord?id=CVE-2024-35830
https://www.cve.org/CVERecord?id=CVE-2024-35831
https://www.cve.org/CVERecord?id=CVE-2024-35843
https://www.cve.org/CVERecord?id=CVE-2024-35844
https://www.cve.org/CVERecord?id=CVE-2024-35845
https://www.cve.org/CVERecord?id=CVE-2024-35874
https://www.cve.org/CVERecord?id=CVE-2024-35901


https://ubuntu.com/security/notices/USN-6795-1

CVE-2023-47233

https://www.cve.org/CVERecord?id=CVE-2023-47233

CVE-2023-52435

https://www.cve.org/CVERecord?id=CVE-2023-52435

CVE-2023-52486

https://www.cve.org/CVERecord?id=CVE-2023-52486

CVE-2023-52489

https://www.cve.org/CVERecord?id=CVE-2023-52489

CVE-2023-52491

https://www.cve.org/CVERecord?id=CVE-2023-52491

CVE-2023-52492

https://www.cve.org/CVERecord?id=CVE-2023-52492

CVE-2023-52493

https://www.cve.org/CVERecord?id=CVE-2023-52493

CVE-2023-52494

https://www.cve.org/CVERecord?id=CVE-2023-52494

CVE-2023-52498

https://www.cve.org/CVERecord?id=CVE-2023-52498

CVE-2023-52530

https://www.cve.org/CVERecord?id=CVE-2023-52530

CVE-2023-52583

https://www.cve.org/CVERecord?id=CVE-2023-52583

CVE-2023-52587

https://www.cve.org/CVERecord?id=CVE-2023-52587

https://ubuntu.com/security/notices/USN-6795-1
https://www.cve.org/CVERecord?id=CVE-2023-47233
https://www.cve.org/CVERecord?id=CVE-2023-52435
https://www.cve.org/CVERecord?id=CVE-2023-52486
https://www.cve.org/CVERecord?id=CVE-2023-52489
https://www.cve.org/CVERecord?id=CVE-2023-52491
https://www.cve.org/CVERecord?id=CVE-2023-52492
https://www.cve.org/CVERecord?id=CVE-2023-52493
https://www.cve.org/CVERecord?id=CVE-2023-52494
https://www.cve.org/CVERecord?id=CVE-2023-52498
https://www.cve.org/CVERecord?id=CVE-2023-52530
https://www.cve.org/CVERecord?id=CVE-2023-52583
https://www.cve.org/CVERecord?id=CVE-2023-52587


CVE-2023-52588

https://www.cve.org/CVERecord?id=CVE-2023-52588

CVE-2023-52594

https://www.cve.org/CVERecord?id=CVE-2023-52594

CVE-2023-52595

https://www.cve.org/CVERecord?id=CVE-2023-52595

CVE-2023-52597

https://www.cve.org/CVERecord?id=CVE-2023-52597

CVE-2023-52598

https://www.cve.org/CVERecord?id=CVE-2023-52598

CVE-2023-52599

https://www.cve.org/CVERecord?id=CVE-2023-52599

CVE-2023-52601

https://www.cve.org/CVERecord?id=CVE-2023-52601

CVE-2023-52602

https://www.cve.org/CVERecord?id=CVE-2023-52602

CVE-2023-52604

https://www.cve.org/CVERecord?id=CVE-2023-52604

CVE-2023-52606

https://www.cve.org/CVERecord?id=CVE-2023-52606

CVE-2023-52607

https://www.cve.org/CVERecord?id=CVE-2023-52607

CVE-2023-52608

https://www.cve.org/CVERecord?id=CVE-2023-52608

CVE-2023-52614

https://www.cve.org/CVERecord?id=CVE-2023-52588
https://www.cve.org/CVERecord?id=CVE-2023-52594
https://www.cve.org/CVERecord?id=CVE-2023-52595
https://www.cve.org/CVERecord?id=CVE-2023-52597
https://www.cve.org/CVERecord?id=CVE-2023-52598
https://www.cve.org/CVERecord?id=CVE-2023-52599
https://www.cve.org/CVERecord?id=CVE-2023-52601
https://www.cve.org/CVERecord?id=CVE-2023-52602
https://www.cve.org/CVERecord?id=CVE-2023-52604
https://www.cve.org/CVERecord?id=CVE-2023-52606
https://www.cve.org/CVERecord?id=CVE-2023-52607
https://www.cve.org/CVERecord?id=CVE-2023-52608


https://www.cve.org/CVERecord?id=CVE-2023-52614

CVE-2023-52615

https://www.cve.org/CVERecord?id=CVE-2023-52615

CVE-2023-52616

https://www.cve.org/CVERecord?id=CVE-2023-52616

CVE-2023-52617

https://www.cve.org/CVERecord?id=CVE-2023-52617

CVE-2023-52618

https://www.cve.org/CVERecord?id=CVE-2023-52618

CVE-2023-52619

https://www.cve.org/CVERecord?id=CVE-2023-52619

CVE-2023-52622

https://www.cve.org/CVERecord?id=CVE-2023-52622

CVE-2023-52623

https://www.cve.org/CVERecord?id=CVE-2023-52623

CVE-2023-52627

https://www.cve.org/CVERecord?id=CVE-2023-52627

CVE-2023-52631

https://www.cve.org/CVERecord?id=CVE-2023-52631

CVE-2023-52633

https://www.cve.org/CVERecord?id=CVE-2023-52633

CVE-2023-52635

https://www.cve.org/CVERecord?id=CVE-2023-52635

CVE-2023-52637

https://www.cve.org/CVERecord?id=CVE-2023-52637

https://www.cve.org/CVERecord?id=CVE-2023-52614
https://www.cve.org/CVERecord?id=CVE-2023-52615
https://www.cve.org/CVERecord?id=CVE-2023-52616
https://www.cve.org/CVERecord?id=CVE-2023-52617
https://www.cve.org/CVERecord?id=CVE-2023-52618
https://www.cve.org/CVERecord?id=CVE-2023-52619
https://www.cve.org/CVERecord?id=CVE-2023-52622
https://www.cve.org/CVERecord?id=CVE-2023-52623
https://www.cve.org/CVERecord?id=CVE-2023-52627
https://www.cve.org/CVERecord?id=CVE-2023-52631
https://www.cve.org/CVERecord?id=CVE-2023-52633
https://www.cve.org/CVERecord?id=CVE-2023-52635
https://www.cve.org/CVERecord?id=CVE-2023-52637


CVE-2023-52638

https://www.cve.org/CVERecord?id=CVE-2023-52638

CVE-2023-52642

https://www.cve.org/CVERecord?id=CVE-2023-52642

CVE-2023-52643

https://www.cve.org/CVERecord?id=CVE-2023-52643

CVE-2024-1151

https://www.cve.org/CVERecord?id=CVE-2024-1151

CVE-2024-2201

https://www.cve.org/CVERecord?id=CVE-2024-2201

CVE-2024-23849

https://www.cve.org/CVERecord?id=CVE-2024-23849

CVE-2024-26592

https://www.cve.org/CVERecord?id=CVE-2024-26592

CVE-2024-26593

https://www.cve.org/CVERecord?id=CVE-2024-26593

CVE-2024-26594

https://www.cve.org/CVERecord?id=CVE-2024-26594

CVE-2024-26600

https://www.cve.org/CVERecord?id=CVE-2024-26600

CVE-2024-26602

https://www.cve.org/CVERecord?id=CVE-2024-26602

CVE-2024-26606

https://www.cve.org/CVERecord?id=CVE-2024-26606

CVE-2024-26608

https://www.cve.org/CVERecord?id=CVE-2023-52638
https://www.cve.org/CVERecord?id=CVE-2023-52642
https://www.cve.org/CVERecord?id=CVE-2023-52643
https://www.cve.org/CVERecord?id=CVE-2024-1151
https://www.cve.org/CVERecord?id=CVE-2024-2201
https://www.cve.org/CVERecord?id=CVE-2024-23849
https://www.cve.org/CVERecord?id=CVE-2024-26592
https://www.cve.org/CVERecord?id=CVE-2024-26593
https://www.cve.org/CVERecord?id=CVE-2024-26594
https://www.cve.org/CVERecord?id=CVE-2024-26600
https://www.cve.org/CVERecord?id=CVE-2024-26602
https://www.cve.org/CVERecord?id=CVE-2024-26606


https://www.cve.org/CVERecord?id=CVE-2024-26608

CVE-2024-26610

https://www.cve.org/CVERecord?id=CVE-2024-26610

CVE-2024-26614

https://www.cve.org/CVERecord?id=CVE-2024-26614

CVE-2024-26615

https://www.cve.org/CVERecord?id=CVE-2024-26615

CVE-2024-26622

https://www.cve.org/CVERecord?id=CVE-2024-26622

CVE-2024-26625

https://www.cve.org/CVERecord?id=CVE-2024-26625

CVE-2024-26627

https://www.cve.org/CVERecord?id=CVE-2024-26627

CVE-2024-26635

https://www.cve.org/CVERecord?id=CVE-2024-26635

CVE-2024-26636

https://www.cve.org/CVERecord?id=CVE-2024-26636

CVE-2024-26640

https://www.cve.org/CVERecord?id=CVE-2024-26640

CVE-2024-26641

https://www.cve.org/CVERecord?id=CVE-2024-26641

CVE-2024-26644

https://www.cve.org/CVERecord?id=CVE-2024-26644

CVE-2024-26645

https://www.cve.org/CVERecord?id=CVE-2024-26645

https://www.cve.org/CVERecord?id=CVE-2024-26608
https://www.cve.org/CVERecord?id=CVE-2024-26610
https://www.cve.org/CVERecord?id=CVE-2024-26614
https://www.cve.org/CVERecord?id=CVE-2024-26615
https://www.cve.org/CVERecord?id=CVE-2024-26622
https://www.cve.org/CVERecord?id=CVE-2024-26625
https://www.cve.org/CVERecord?id=CVE-2024-26627
https://www.cve.org/CVERecord?id=CVE-2024-26635
https://www.cve.org/CVERecord?id=CVE-2024-26636
https://www.cve.org/CVERecord?id=CVE-2024-26640
https://www.cve.org/CVERecord?id=CVE-2024-26641
https://www.cve.org/CVERecord?id=CVE-2024-26644
https://www.cve.org/CVERecord?id=CVE-2024-26645


CVE-2024-26660

https://www.cve.org/CVERecord?id=CVE-2024-26660

CVE-2024-26663

https://www.cve.org/CVERecord?id=CVE-2024-26663

CVE-2024-26664

https://www.cve.org/CVERecord?id=CVE-2024-26664

CVE-2024-26665

https://www.cve.org/CVERecord?id=CVE-2024-26665

CVE-2024-26668

https://www.cve.org/CVERecord?id=CVE-2024-26668

CVE-2024-26671

https://www.cve.org/CVERecord?id=CVE-2024-26671

CVE-2024-26673

https://www.cve.org/CVERecord?id=CVE-2024-26673

CVE-2024-26675

https://www.cve.org/CVERecord?id=CVE-2024-26675

CVE-2024-26676

https://www.cve.org/CVERecord?id=CVE-2024-26676

CVE-2024-26679

https://www.cve.org/CVERecord?id=CVE-2024-26679

CVE-2024-26684

https://www.cve.org/CVERecord?id=CVE-2024-26684

CVE-2024-26685

https://www.cve.org/CVERecord?id=CVE-2024-26685

CVE-2024-26689

https://www.cve.org/CVERecord?id=CVE-2024-26660
https://www.cve.org/CVERecord?id=CVE-2024-26663
https://www.cve.org/CVERecord?id=CVE-2024-26664
https://www.cve.org/CVERecord?id=CVE-2024-26665
https://www.cve.org/CVERecord?id=CVE-2024-26668
https://www.cve.org/CVERecord?id=CVE-2024-26671
https://www.cve.org/CVERecord?id=CVE-2024-26673
https://www.cve.org/CVERecord?id=CVE-2024-26675
https://www.cve.org/CVERecord?id=CVE-2024-26676
https://www.cve.org/CVERecord?id=CVE-2024-26679
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